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,GHMD RYRJ UDGD MH SULE O LuptawjanjetraR$akdiaia @orgdstory DGV X!
NROLpLQH SRGDWDND X SRVORYDQMX GROD]H VYH YHUL ]
'RVWXSQRVW SRGDWDND GDQDV MH YUOR XSLWQD pDN L
opet centralizirani serveriU radu u nastavkwpisan je sustav koji ima naglasak na
decentralizaciju skalabilnost brzinu pistupa, sigurnostMnoge tvrtke DOL &vné&s U a
LQVWLW XF L Mbii W PR B X@iBodBuiz Qjdhxtransakcijskin podataka opet da

VH ]D QMLK PR&H M DWplativdpisvje jeddn @R susteylabalne razmjene
transakcijskih podatakanaziva seBlok chain Blok chainje sustav R M L BlRadlit velike
NROLpLQH WUDQVDNFLMVNLK SR GlpANDOMIRde BtilsSVdjoMR P 1D G L
inovativnom LQIUDVWUXNWXURP SUXaD EU]JLQX VNDODELOQR\
G HW D O M Q RinktiorjdlnbstiXrstitakvog sustav&ao i samo programiranje jednog

djela takvog sustava.

Programski dio rada pisan je u python programsjaxziku te se loriste razni gotovi python
moduli. Za prkaz korisnip RV XpHOMD NRULVWH V biblikték® &xios=ZzdV MDY L
komunikaciju s aplikacijom koristi se HT BPprotokol.

.OM X b QH BIOK. dbhédrp lvisoka dostupnost, brzina podatalskalabilnost, python,

javascript, decentralizacijatml, HTTPS, sigurnos



Abstract

The idea behind this paper is to get closekl and explain the operation of the transaction
management system. Increasing the amount of data in the business comes with all the higher
requirements for thdast availability of this data. Availability of data today is very
questionable even the claudsolutionsthat areoffered in the background are again
centralized servers. The paper describes a system that focuses on decentralization,
scalability, speed of access, security. Many companies or government instaoéiamaeed

for a globaldatatransactioal systemthatcan guarantee security. This paper describes one

of the globaltransaction management systamd it is calledblockchain. Blockchain is a
system that can process large amounts of transaction data while maintaining the same
processig speed. With itfnnovativeinfrastructure, it provides speed, scalability and high
availability. This paper describes in detail the functionality and operation of such a system

as well as the programming such a system.

The program part of the work is iten in python programming language and various ready
made python modules are used. To display the user intestat is written by help of
various languageshtml, css, javascript axios library. An HT$Rorotocol is used for

communication with the apjiation.

Keywords: Block Chain, High Availability, Data Rate, Scalability, Python, Javascript,

Decentralizationhtml, HTTPS, security
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1. 892"

Tema ovog rada je opisati raflinkcionalnosti blok chain sustavazatim pokazati njegovu
SUDNWLPQX L]YHGEX X SURddJexBri¢iNiRivha@YIPI LR XCH\WKRQ XY R (
dijelu UDGD REMDaAQMHQD WHRULMD EOR Ne kdasijé QristOlG D L W
programskom dijeluBlok chain kao sustav dosfje kompleksan tesu u ovom radu
REMDaAaQMHQL RVQRYQL NA&QEembsstrdcijuNaadl SURtdvavaykawiia yeD
pisanada bude dostupna preko web preglednika odnosno sve radnje vezane uz blok chain
SLVDQ X RYRP UDGX PRJX V He.BJok @ainVieLtehnbldija ZdjeEjeV X pH O
popularnaunattragGHVHWDN JRGLQD D SRWMHpH L] -DSDdRD &LOM
YLVRNR GRVWXSQR GHFHQWUDOL]JLUDQR EU]JR L HILNDV
tehnologije su razne opisaneesu zadnjoj cjelini ovoga radBlok chain je sustav koga
GRGDYDQMH QRYH WUDQVDNFLMH PRUD RGUDGLWL RGUHY
VLIXUQRauX PRIJDR SRWYUGLWL WUDQVDNFLMX 6XVWDY |
proviere NDNR EL L]JEDFLR PRJIJXUQRVW PDQLSXODFLMH SRG
korisnika. . DNR EL GRELOL NRPSOHWDQQARMIRP MKH W.H KEIMRHDIRRIV
odnosnoburze digitalnih valutadigitaini nRYpDQLFL WH UD]JQH VWDWLVWL
tehnologije i gdje bi mogla zauzeti svoje mjesttuH KQLp NRMraffWje BEMMDOR YL&H
agRULWDPD QD WHPHOMX NRMLK PRaH ELWL NRQFLSLUDQ
rada se koristi samo jedan. Programski Koldk chain sustava napisagm u sklopu ovog
radaREMDaAaQMPR MHNHJURMHOLQH UDGD 3RpHY&AL RG JUDILpPN
funkcionalnosti te na samom kraju sigurnosnih provjera koji su bitne za sigurno slanje

transakcija.



2. %/2 &+$,1 7(+12/2*,-$

SRVWRML Ydhlidd ckialtalo@dné & koje pepektivega predstavljamo0 R a8 H §aR

gleddi sposlovne perspektivie ga definirati u tom kotekstya NU R ] W HipE $pEXKR/E N
dobivapotpuru drugu definiciju.8 RY RP U D @Gok¥akidi objd definicije, aHULQX UDGD
i0X SRV YWHXKIQRIO R &N R MclaiHd.L*@QLHGE MM davdaRstrafidrblio chain je
SODWIRUPD SUHN RazmNjeéh€Wati \rijednbsk, Roz transakcije bez potrebe
SURYMHUH \Vdrbitraioid iIViINEIW Bofeiid se vjerujePrimjeri upotrebeblok chain
tehnologijerecimomogu bitizamjenabankarskg sustaa zarazmjem valuta bezpotrebe
provjeretransakcijeod strane bankeDORaAHP R JD N Rsudtaw Woji $piremil PaRsakcije

u kojima se nalaze podaci o ubfaiP Y Railje ono ubrandgojim prijevoznimsredstvom

je dostavljeng kada je stiglo urgovinu WH WDNR SUDWLWL .SRYsukbHVW XE
transak MH NRMH P R &H PkchdiR ddstiavMRLIVY LI XRBj@VROVS tehnologije

u raznim segmentimav YDNRGQHYQRJ ALYRWD LWHENBUMHNRMDH UNRI
7HK QR gi€landLbla chain e u VYRMRM VU aL P&INERALIbBROLII D
kriptografski siguran ne promjenjive prirode u smisl izmjene podataka koji su jednom

zapisani Novi podai odnosnotransakciga koju nadodajemau lanac blokovamoraju biti
SRWYUYHQL R@&@nNdRajadirb@ast¥ adlukeih servera(nodov&pji sudjeluju u

blok cahinu.Bok FKDLQ PRaHPR JOist@MDiveiepdeDtR p¥e@PRIMH A HieN R M L
dostupan preko Internet® L a1 W H K Q (RfIhRIANREEMDaQMHQR MHBIXk RVWDW |
chain je RV P L &0 d46bili grupe ljudkoja senaziva Satoshi Nakamot@008 godine.
Identitetosobe ili grupe ljudi koja se krije iza toga naziva je i daljgoz@anicaNapravljen

je da bi se koristio kao javni transakcijski sustav digitalne valute pod nazivom bitcoin.
Bitcoin je prva digitalna valuta kojgg ULMHALO DD BRNRWOKRNH SRWURAaAQMH
nazivomdoublespending Ovo je zapravo problem koji sjavljuje samdkod digitalnog

novca a misli se na zloupotrebu istog digitalnog tokeaakreiranje novog iznosatog

novcakoji prije nije postojaoa V|ddtencijalno vodi inflacii =D UD]OLNX RG IL]JLPNR.
digitalni novacse sastoji od digitalnog podatkdRML PRAaH E L MifiBa0BOLFLUDQ
chain koristi s&riptografskimtehnikama, algoritmima kako lse XSUDYR WAR VSULMHp



2.1. Blok chain Terminologija

Blok FKDLQ B gedetikao podatkovnu strukturu koja nosi naziv glavna knjigd.(eng
General ledger NRMD MH X VYRMRM FMHOLQL SRYH]DQL ODQDF
SRND]LYDpD NRULVWL KDVK SRND]JLYDpH 'HWDOMQLMH R |
HDVKLQJ DOJRULWPL D ]D VDGD QDP MH GRYROMQR GD M
koji osigurava njihovu nepromjenjivost i neporeci@stdreasM.Antonopoulos 2017 [2]).

Blok FKDLQ VH VDVWRML RG QL]D EORNRYD GIRMY D/NKLP\HGM W R
blok koji se dodaje u sustav bude svjestan onog prethodnog. Ovakvu funkcionalnost mu
XSUDYR RPRJXUXMH KDVK YULMHGQRVW SR WRM YULM
prethodnika. Za svaki blok se generira jedinstvena hagduost. Podci bldk chaina se

NDR aWR L VDP QD]JLY JRYRUL VSUHPDMX X EORNRYH %OR
MHGQD LOL YLAH WUDQVDNFLMD 2VLP WUDQVDNFLMD EOR
vrijednost prethodnog bloka, vremensku oznadug(. Timestamp, dokazéngl Proof) ili

(englNonc€ 2YLVQR R SRVORYQRP PRGHOX EORN PRaH VDGU:
2.1 Redoslijed blokovarikazuje J U D | jrik&rIblokova.

Genesis Block Block #1 Block #2
PraviousHash Timestamp At PreviousHash Timestamp At PreviousHash Timestamp

MerkleRoot Monce MerkleRoot MNonce MerkleRoot Monce

Slika 2.1 Redoslijed blokova

Osim transakcija svi ostali podaci u bloku se jednim nazivom nazivajupodgi(end.

Metadata WH LK SRG WLP QD]LYRP Iexawt. Higtd poRacKkoj @ X aEH QR
QDEURMDQL SUHWKRGQR ]DSUDY RaRd3tR d xaftddvskon kédE D Y O M C
blok chaina. DolazimoGR JRWRYR QD M YKxhankshdtavay a\tdsv Nansak &R
7TUDQVDNFLMH WDNRYHU RYLVQR SRVORYQRP PRGHOX L
GRGDWQH YULMHGQRVWL 2QR aWR MH QDMELWQLMH aw
VDVWRML VX SROMD DGUHVDMIRAL D WDMHEOMD/ WD GOH\WNR G|
3RG DGUHVRP VH QH PLVOL QD DGUHVX SUHELYDOL&a&WD Y
NOMXp $GUHVD MH MHGLQVWYHQL LGHQWLILNDWRU SRa&aL(
od nizaznakob L EURMNL NRML VX MHGLQVWYHQIivodBtréaggL NOMX
svih sudionika blk chain D 6 YDNL NRULVQLN PR&aH L] JHQHULUDWL Y



PRJX |IDSULPDWL WUDQVDNFLMH -DYQL NOMEKD KWEIHGQR S|
abDOMHPR L SULPDPR WUDQVDNFLMH 3RVWRML VLJXUQR
GLIJILWDOQRJ QRYpPDQLND L ]DSULPDQMD MDYQRJ NOMXpELC
NOMXp ]QDPR VDPR PL RVREQR L WUHEDPR MD>GEWAaDIVL
RWNOMXpDYDQMH GLIJLWDOQRJ QRYpDQLND NRML VDGUAL

2.1.1. Transakcije, blokovi i rudarenje

Izvorni ili prvi blok u blokchainu se naziv@genessivlok. Genesidlok je inicijaliziran od
VWUDQH SURJUDPHUD NRML \pEpubjeielpaiatke:RAMSY prichatdjd, G U a L
LQGHNV SRWSLV WH QH VDGUAL YULMHGQRVWclaibwvD SUHMW
D 9HU VOMHGHUOL EORN géneddibieka. Gldaynakknjidgal ey General

ledger MH NDR 4WR VPR OBIQD/SSEPRQAR®D 2QD VH PRA&H NRUI
NRMH QDSUDYOMHQH WUDQVDNFLMH L]PHYyX DGUHVD MI
ORUDPR UD]J]OLNRYDWL WUDQVDNFLMH NRMH VX YHU RGUD
obradu i zapisivanje movi bloN NRML U0H VH G RCDaitd RpdoesNobrBdd E OR
otvorenih transakcija nazivamo rudarenje(emgning 5XGDUL VX |]DSUDYR UDPp.
SRNUHUOX NRPDG VRIWY HCBUNN\RDUINLR B H iIRRGWYDRGML O BISRGUHYHQ
operacije nad otwenim transakcijama i iz tih podataka iz generirale novi blok to jest hash

tog bloka. Svaki proizvedeni hash bloka je unikatan. Ako se promjeni samo jedan znak u
podacima bloka hash se kompletno mijenja. Time osiguravamo da podacima bloka nije
manipulirano U procesu rudarenja kreacije hasha osim transakcija uzima se i hash
SUHWKRGQRJ EORND =ERJ WRJD aWR MH KDVK VYDNRJ EQ
QMHJD WDM EORN SRVWDMH GLJLWDOQL REOLN SHpDWD
boN OHJLWLPDQ RGQRVQR QL&WD X QMHPX QLMH PLMHQN
PLMHQMDMXE&IO BR® D\VRIMHL X1 H kEivhinaviijéhja Ra@h. tdg BIak& Kada

EL VH SRQRYQR SURYMHUDYDR KDVK WRJ E@RrstiodR EL ELT
SRKUDQMHQ X VOMHGHUL EORN GR QMHJD =DSUDYR WDM
MH KDVK VYDNRJ EORND NRUL&AWHQ |]D VWYDUDQMH VOMHC

1 GPU- Graphics processing unit

2 CPU- Central processing unit



EL L]D]YDOR SURPMHQX VOMHG H ii rodnjea@RBildDkojégbRkeE L QD [
LID]YDOL ODQpPpDQX UHDNFLMX NRMD EL VH SURWH]DOD GI

2.1.2. Algoritmi Blo k chain -a

Jednom kada rudari stvore hashlslidk RQ MH GRGDQ X ODQDF EORNRYD V
Kao nagradu za kreiranje hagtijednostinjegoviUXGDUL VX QDJUDYHQL RGUHVYF
QRYpPpLUIDCOIMQIJGLILWDOQRP YDOXWRP /IDQDF EORNRYD
serverima (engnodg koji su sudionici bl&k chain D 1D WDM QDpPpLQ IXQNFLR(
transakcija u ble chairnru 3RaWR VH KDVK L] SRGDWDND X EORNX N
]QDpLOR GD EL VYL GLIJLWDOQL QRYpLUL ELOL LVNRSDQL Y
Zato se u bloichain X QDPMHUQR RWHADYD SRVWXSDN REUDGH KL
konceptobrade hasha nazivamo dokaz o radu l(gPigpof of worl. Na njemue bazirano
funkcioniranje bl&k chainD 2WHAaDYDQMH L]JUDGH KDVRDURGQHWH Q
SULKYDWLWL ELOR NDNDY KDVK YHUO WUDjatibl& €halWaD M K DV K
PRaH ELWL GD KDVK PRUD LPDWL RGUHYHQL EURM QXOD Q!
WR MH WHAaH LJUDpXQDWL KDVK .DNR EL VYDNL SXW L] Jt
RQDM RGJRYDUDMXUL V RGUHYHQLP EURMBHeER fda@d QD SF
XQXWDU WUDQVDNFLMVNRJ EORND .DR aWR MH UDQLMH
nije dozvoljeno mijenjati unutar bloka, zato u bloku postoji podatak kojeg nazivamo dokaz

(end. proof) ili (eng.nonce X UD]OL pLWRBKdz(@gl\Wredf D WPRAIHPR YLGMHW!
slici Slika2.1 Redoslijed blokovaJnutar blokenonceQDP MH GR]YROMHQR PLMHQ
QMHJD GRELYDPR UD]OL ddj/ridvitbleR Baoal D Mhiec BlakowvK @ada.de

ta informacija za sinkronizira po svim serverimagovimaOva radnja u blokhainu nosi

QD]JLY NRQVHQ]XV 3RVWL]DQMH NRQVHQ]XVD UH ELWL GF
SURJUDPVNL SUDEWLPFQH@XAIWQR MH GRYROMQR JQDWL ¢
PHY XVRE Q kdhjemMaddy&blok chan D EH] SRWUHEH GD VH XSOLU>
Algoritam dokaz o radu VN UD U H (@RJ. Poof of worfje NRULAWHQ X SURJUD
kodu bl chaina koji je napian u sklopu ovog radal'akav algoritam sedkisti kod
QDMYHULK L QD M&Riso¥aBidQ LMLK EOR



2.1.2.1Dokaz o udjelu(eng.proof of stake)

U odnosu na prethodno spomenuti algonitdokaz rada ovaj algoritam Blahaina za

postizanje konsenzusa koristQULR QRYpLUD RG NRULVQLND 7R ]QDpL G
REUDGH RWYRUHQLK WUDQVDNFLMD NUHLUDQMHP WUD
WUDQVDNFLMD RVWYDUXMH WDNR GD NRULVQLFL NRML LP
u sustav natemtl X NRMLK VH RGOXpXMH YDOMDQRVW WUDQVI
QDJUDYHQL NDR X VOXpDMX UXGDUHQMD NRG 32: DOJRL
QD]JLYDPR UXGDULPD 8 326 DOJRULWPX UXGDfdigeQRYRJ EC
Kod izrade novogE ORND NRYDp VH RGDELUH QDVXPLFH RYLVQR R
MH NROLNR MH WDM NRULVQLN XORALR QRYpLUD D GUX.
random AWR YLAH NRULVQLN QRYpLUD XORAL WR MH YHUD Y|
noYRJ EORND $NR WR JOHGDPR QD WDM QDpPLQ QDMLPXUQ
LIUDGX QRYLK EORNRYD L VKRGQR WRPH QDJUDYHQL &awR
MRa ERJDWLML 3RAWR VH SUYL SDUDPHWRRtdr Q&kivi RGL OF
random KUY 1DVXPLpDQ RGDELAIRP =DRGEWEBDMRPHWERH BPBY RGD
najpoznatije stRandomised Block Selectio@oin Age Selection.OMXp GUXJRJ HOHPH!
GD RPRIXWIEQRWIDGL NRULVQLFLPD NRML LPDMX PDQML X
postupak poluv O Xp DM QR J R G D Randdmis¢REIodk B RIGPHIDpL GD VH NRY
(end. Forgern (Max Thake 2018 [8]) odabire na temelju kombinacije najmanje hash
vrijednosti i najyH U HJ X O RQdn AgR SelectioPHWRGH NRYDp VH RGDELUL
WRJD NROLNR MH QMHJRY XORJ VWDU REGAQ@MRIVQR YUHPHQ\

21223UHGQRVWL L PDQH UD]OLPpLWLK DOJRULWDPI

IDMELWQLMD UD]JOLND L]PHYyX DO JRVinaVj® dale\k&IRPOWQ X W L K
DOJRULWPD EURM QRYRNUHLUDQLK QRYpPpLUD oWiRNHQD X \
blok chaina koji koristi POS algoritamNROLPpLQD WRNHQD X VXVWDYX GHI
SRPpHWNX ODQVL 4iman praekid KEKCRW Béhdhidam za proces validacije
QRYLK WUDQVDNFLMD NRULVWL KDUGZDUH RGQRVQR &38
,VWUDALYDQMD VX SRND]DOD GD MH S karW htiifiatebie SRW UR:
Bitcoina49.39 TWh *UDILpNL SUWMB WVSFRNRPREAUHWKRGQR GYLMH J
na sliciSlika2.2 % LWFRLQ SRW.WURaQMD HQHUJLMH



100

Ar

TWh per Ye

Apr"17 Juinz Oct"17 Jan "8 Apr'18 Jul"s Oct"18 Jan"19
Zoom Im 3m 6&m YTD 1y All From | Feb 2, 2017 To | Feb 19, 2019

=& Estimated TWh per Year Minimum TWh per Year

Slika22 % LWFRLQ SRWUR&AQMD HQHUJLMH

SBUHGQRVWL 326 NRQVHQ]XV DOJRULWPD VX a8WR MH HQHL
QDSDGDpL PRUDMX LPDWL YODVWL@WD EDRIRNXXWDOILY RPD @I
transakcijskim podadd D =D XVSRUHGEX QDSDGDp NRG 32: NRQVH(
KDUGYHU NDR X VOXpDMX QRYDFD NRG 326 DOJRULWPD

22. 'LIJILWDOQL QRYpPDQLN

.DNR EL VODOL WUDQVDNFLMH SRWUHEDQ QDP MH GLJLW
QRYPDQLN RVLP PRJX akzifaMiaLli dvugeD iQridcile. W Wpiak3iVdigitalni

QRYpPDQLFL VOXaH VDPR ]D VODQMH SULPDQMH XYLG X V!
GLIJLWDOQRJ QRYpPDQLND X ZHE SUHJOHGQLN®NYDSINDQRP
i dodatne opcije kakoilse mogle demonstrirati funkcije i rad cijelog blok chairOpcije

GLILWDOQRJ QRYpPDQLND SURJUDPLUDQRJ 1D RNBP QMG X
prikazanom na slicSlika 23 :HE VXpHOMH GLJLWDLGPORR PRYKDQRNDV
XpLWDYDQMD SRVWRMHUHJ GLIJLWDOQRJ QRYPDQLND XN
ORAHPR VODWL WUDQVDNFLMH WDNR GD XSLA&HPR MDYQL I
QD SRAMOWMIULKX VXpHOMD SULND]DQD MH NROLpLQD GRVWX
u sanje cijelog blok chaid WH X VWDQMH RWYRUHQLK WUDQVDNFLMEL

3 Slika2.2 % LWFRLQ SR W HiRkizpdvalsliké Otiysy/@igidardomist.net/bitcoirnergyconsumption
RaXMDN


https://digiconomist.net/bitcoin-energy-consumption

Ukoliko Zelite slati,primati,rudariti coinove izradite novcanik ili uditajte

postojeci ako ga vec imate!

-Blockchain

Ucitaj Blockchain

Slika23 :HE VXpHOMH GLJLWAD@RIWIARWLD DQIGNDXWRUD?3

5XGDUHQMH RWYRUHQLK WUDQVDNFLMD L]YU&DYD VH NUR
slici Slika24 :HE VXpHOMH GLJLWDOmMRD RORWHDPRNDOL NUHLUL
QRYpPDQLN QD YUKX HNUDQD SULND]DQL VX QDP SULYDWOQ



Digitalni noveanik kreiran! Javni kljué:
30819f300d06092a864886f70d010101050003818d0030818902818100b3d000d80078081e915d253566d5bd98a8f00789c69c6e368f21069456
5b15531d7e87a26b5ce2f8320ac6c0cf3d9075c¢97e5179073466c0c17dd50b7d348afe54b347465bf4490217673056ccebb11fb4c8d96b3ala5kbs
72a61dd73af82bfd702482a6106c1908b011a7c52b0eb14d7817887a7b9c58ef559f362fdd090ba%70203010001

Privtani kljuc:
3082025c02010002818100b3d000d80078081e915d253566d5bd98a8f00789c69c6e368f210694565b15531d7e87a26b5ce2f8320acbc0cf3d907
5c97e5179073466c0c17dd50b7d348afe54b347465bf4490217673056ccebb11fb4c8d96b3a0a5b572a61dd73af82bfd702482a6106c1908b011a
7c52b0eb14d7817887a7b9c58ef559f362fdd090ba%702030100010281803fdb3c917909278903829ab62e40f5c60328cae488de00ddeb52852d
adc54ffb665c0afb0939c178f6fc90bced5c2eb345cd504dbAdb4ad2a630cbbdel0faédb3d01867035585fffaf309173704ce882097de38c4773fba3c
Tade1c67fabbe89e7f5e32b172362e3bcc97210770b4f949f90f4f9bfb92d4c5d6581c29964000d 1024 100be45953b0bc3498b8f1adcb 1edb46b15
66ec202bb6acicd6c3c341cf95834d850b13cc5836020a0594622de6c27abbaTae0a439d629abdbff0d960331a156fdf5024100f1ed77396984ec33
748f751ff38dde316b381ad32d395c9d46253b029¢cbefeed4b087bc7ed99b21d2703dfd31d34f295457445994c887b3013acabfd317952db02407
05a905b547fd5aed62ab67d1e9b39dc62712231d514f4a5640b75cc7b1c815b6cbd30f879¢chbead3ad 19abf37b9d793953eb45c7c3c59adbcSfefa
15d56a93fd024100c61ef88dee72029528f18ab37ddb42892a0b2a3ca29e852fef0ff241732472810788415f888938ab836be07bfb56aabbfd3366
4127efa9326a98f9f6df2b35d0240652eba16601fd7684ec09c82562775f296564ef9eebd2df7c26410abbdf57d44e2048b555f88eed9a9d4Bec256
191c2d0594c9bded05dd 1925438cf2e5ecect7

Unesi kljué

Pozalji

-Blockchain

U¢itaj Blockchain Rudari

Slika24 :HE VXpHOMH GLJLWAVOQRIWQIRWP DQGNDXWRUD?3

Sve akciH NRMH L]YUADYDPR X GLIJLWDOQRP QRYPDQLNX X Z
metode POST GET° .DGD NOLNQHPR QD JXPE X SUHJOHGQLNX
javascript koji poziva python flask APIDSLVDQ X GDWRWHFL QRGH S\ NRM
klase i niK RYH I XQNFLMH NUR] GDWRWHNH RSLVDQH X FMHO
programskog koda@pis API-aovogblok chainaslijedi unastavkuZa izradu AP4a koristi
se gotov modul Flask 3RPRUX QM HnkDsl Gutd,| LQ'L dbBtupan preko web

4 POST +metoda http protokola koja se poziva za slanje podataka

SGET- PHWRGD KWWS SURWRNROD NRMD VH SR]JLYD ]|D GRKYDUDQMH SR
5API- $SOLNDFLMVNR SURJUDPVNR VXpHOMH HQJO DSSOLFDWLRQ SUR.
" URL je akronim za eng. pojatdniform Resource Locator, u prijevoduX MH G QIDpIH@NV NODYHQL ORN
VDGUADMD LOL UHVXUVD



preglednika. . RULVQLpPND DS O LNDOOLip BdreBportE’D50DkaR 4WR MH
definirano u kodwKdéd 2.1 Definiranje ip adree i porta aplikacijeOvo je ujedno iglavni
(engl. Main) GLR D SOLNDFL M Hahe8oghgyt@®inbbeldd 0 H P R

app = Flask(_name_ )
if _name__=='_ main__"
app.run(host='0.0.0.0", port=5000)

Kdd 2.1 Definiranje ip adrse i porta aplikacije

SRpHWQD UX\Widtalni8d&r phDQIADH CIPLR]LP D V \Wddahtnj dkojéin O H
MH UDVSLVDQR N RAdistvh@nl matdiu\GEBERGH® S 2.2 Definiranje HTTP
rute /za GET metodu

@app.route('/', methods=['GET")
def get_ui():
return send_from_directory('ui’, 'node.html’)

Kdd 2.2 Definiranje HTTP rute za GET metodu.

8NROLNR X NRULVQLpPpNRP AX¥hMWDWX GIU L WDD@HE REBQYPD QLI
iwallet NRMD SRPR{IX KRMWPRGH XIRMHINDQRRWDQLN XNROLNR
wallet.txt datoteke.8pLW D ZYDQM@HW W[W GDWRWHN H.IRBKdIiRE QM HQR
datotekawalletpy postoi SURJUDP XpLWDYD MDYQL L SULYDWQL NON
Loading keys failed teHTTP kods001° vidljivo u koduKéd 2.3 Definiranje HTTP rute

/walletza GET metodu.

@app.route(‘/wallet’, methods=['GET")
def load_keys():
if wallet.load_keys():
global blockchain
blockchain = Blockchain(wallet.public_key)
response = {
'‘public_key": wallet.public_key,
'‘private_key": wallet.private_key,

'funds': blockchain.get_balance()

8P adresa (end. ,QWHUQHW 3URWRFRO DGGUHVV MHVW MHGLQWMIYHQL EUF
NRPXQLNDFLMH SUHNR PUHAQRJ VHIJPHQWD

°Port- 8 UDpXQDUVNRM PUHAL SRUW MH VRIWYHUVNL ]DGDW NDQDO NRN
PUHAD

500 tKWWS VWDWXV NRG NRML SUHGVWDYOMD JUHANX VHUYHUD
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}
return jsonify(response), 20 11
else:
response = {
'message’: 'Loading keys failed.'
}

return jsonify(response), 500
Kod 2.3 Definiranje HTTP rute /walleta GET metodu.

S8NROLNR MR@tQGPDPRYPDQLN NUHLUDPR JD X NRULVQLpPN
tipku Areiraj GLJLWDO @GL QERPD®RULQL VH RGUD Y X MHATRIEOSDV FULSW
metodukod Kod 2.4 Definiranje HTTP rute /wallet za POST metodiapravo se poziva

funkcijacreate_keys() iz kla®ewallet W D N Ry H UX RFEMLIY O Q@L NRMD JHQHU

=DWLP VH L]YUADYD MHOWRIRPNGETn& R GD NDR L NRG
@app.route(‘/wallet’, methods=['POST)
def create_keys():
wallet.create_keys()
if wallet.save_keys():
global blockchain
blockchain = Blockchain(wallet.public_key)
response = {
'‘public_key'": wallet.public_key,
‘private_key": wallet.private_key,
'funds': blockchain.get_balance()
}
return jsonify(response), 201
else:
response = {
'message’: 'Saving keys failed.'
}

return jsonify( response), 500

Kodd 2.4 Definiranje HTTP rute /wallet za POST metodu.

Stane VYRMLK GLJLWDOQLK YDOXWD SURMHldWiaYDPR W
0.0.0.0:localhost/balance. ,JYUADYD VH GLRkoNRBEDP RQMXPGET F L
metode sprema stanje varijablu balance S R]LY DM X U L get Xd@uiddt)L M Az

11201 +tKWWS NRG NRML R]QDpDYD XVSMHaQX SURPMHQX
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blockchian klase te ovisno o0 rezultatu ispisuje poruk&etched balance
successfully ' tH UDVSRORALYR VWD&iM bhiaXce@iRdY p D Q Lukokkd O L

QH SRVWRML GLIJLWDOQL Q®ishrdpdces wdliv jé¢ D XaQgdoB 28 OM X p H P
DefiniranjeHTTP rute /balance za GET metadu

@app.rout e(‘/balance’, methods=['GET")
def get_balance():
balance = blockchain.get_balance()
if balance != None:
response = {
'message’: 'Fetched balance successfully.’,
‘funds': balance
}
return jsonify(resp onse), 500
else:
response = {
'message’: 'Loading balance failed.’,
‘wallet_set_up': wallet.public_key !'= None

}

return jsonify(response), 500

Kod 2.5 DefiniranjeHTTP rute /balance za GET metodu

-HGQRP NDGVRKIQULDP 8U L YgDWBRA QNRQ MRt Ita@éoh 2bornik

X NRMHP PR&4HPR VODWL WD DABRENDFMWIHE [DSIWVDY\RNRHA SR]

metada kod Kéd 2.6 Definiranje HTTP rutetransaction za POST metodWPRProgramski

kod prije slanja transakcijprovjerava uvjete dalIMH GLJLWDOQL, W(rGiRkomPEQ LN XpL

YUDUD KW WSZaNR @Grovjerava da li su svi podaci ispravno uneseni u za to

SUHGY Ly HU@XdikS M0 t@®odgovara http kodom 400DNRQ aWR SRSULPL LV

popunjene podatke sprema ih u varijapleziva se na funkcijwallet.sign_transaction

kako bi kreirao potpis te transakcijd¢avedena funkcija opisana je u cjelini S/2rifikacija

i validacija Nakontoga poziva se funkcijal okchain.add_transaction opisana u cjelini
SBRMDaQMHQMH L NRPHQW kdjalpQ@sprémadr&saRcijl D etworeie] NRGLC

WUDQVDNFLMH L pHND QD SURFHV UXGDUHQMD

@app.route('/transaction’, methods=['POST")

12400t KWWS NRG ]D SRJUH&EDQ ]DKWMHY
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def add_transaction():
if wallet.public_key == None:
response ={
'message’: 'No wallet set up.'
}
return jsonify(response), 400
values = request.get_json()
if not values:
response ={
'message’: 'No data found.'
}
return jsonify(response), 400
required_ fields = ['recipient’, 'amount’]
if not all(field in values for field in required_fields):
response ={
‘'message’: 'Required data is missing.'
}
return jsonify(response), 400
recipient = values['recipient']
amount = values[‘amount']
signature = wallet.sign_transaction(wallet.public_key,
recipient, amount)
success = blockchain.add_transaction(recipient,
wallet.public_key, signature, amount)
if success:
response ={
'message": 'Successfuly added transaction.',
‘transaction': {
'sender": wallet.public_key,
‘recipient’: recipient,
‘amount': amount,

'signature'": signature

h
'funds' : blockchain.get_balance()
}
return jsonify(response), 201
else:
response ={

'message’: 'Creating a transaction failed.'



return jsonify(response), 500
Kod 2.6 Definiranje HTTP rute /transaction za POST metodu.

.DR 4WR MH UHpPHQR X G RPIHWNXQR YHR FMBHQ@IXD BSIRYRP EO
standadnih opcija za slanje, primanje i uvid stanja digitalnih valata i dodatne opcije:
XpLWDYDQMH F LM t@orRedihBr@Rakciparida®nje % ORN FKDLQ VH Xpl
SRPRUX SURJUDRAMNR DefihRa@j® HTTP rute /chain za GET metodu
Pritiskomna'Xp LW bibk chain  'u NR ULV QL p NpEVvaA/SEPTHROGEK metodaU
varijabluchain_snapshot =~ G R K'Y DtileDUhR blok clain podatke Radimokonverziju iz

R E L pl@kldhainliste **u dictionary** kako bi S R P Rso¥® formatamogli vratiti rezultat

u web preglednik8] VDPH SRGDWNH YUDUDPR L NRGGRWWXSIDNRKH
SRGDWDND XVSMHaQR

app.route(‘/chain’, methods=['GET"))
def get_chain():

chain_snapshot = blockchain.chain

dict_chain = [block.__dict__.copy() for block in
chain_snapshot]

for dict_block in dict_chain:

dict_block['transactions'] = [tx.__dict__ for tx in

dict_block[' transactions']]
return jsonify(dict_chain), 200 16

Kod 2.7 Definiranje HTTP rute /chain za GET metodu.

DohvatDQMH RWYRUHQLK WUDQ VdobljerhdMDD N R MGID p K NNDRVIXL \RCEL
VXPpHOMX S bwotevetiamsakcik 3R]JLYD VH KWawisljivd a kBddW R G

Kod 2.8 Definiranje HTTP rute /transaction za GET metoduzatim funkcija
get_open_transactions WDNRYHU U D GordhiRit@aivselddijeliMiste dictionary

kako bi ih mogla prikazati u json formatu.

@app.route('/transactions', methods=['GET"))

def get_open_transactions():

13 iste - su skupovi podataka varijakoji predstavljaju jednu cjelinu. Elementi u listi odvojeni su zarezom

4 Dictionary-kolekcija podataka u kojoj su podaci indeksirani, promjenjivi i nesortirani.

15 JSON engl. JavaScript Object Notation) tekstualni otvoreni stand@d. ]DMQLUDQ ]Djepl WOMLY X
podataka

16200 tKWWS NRG NRML SUHGVWDYOMD XVSMHAQR GRKYDUDQMH SRGDW!
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transactions = blockchain.get_open_transactions()
dict_transactions = [tx.__dict__ for tx in transactions]

return jsonify(dict_transactions), 200

Kod 2.8 Definiranje HTTP rute /transaction za GET metodu

2.3. Burze kripto valutama

%XU]JH L PMHQMDpPpQLFH VX PMHVWD YHULQRP SODWIRUPH .
trgovati kripto valutama. Kao i WUDGLFLRQDOQLP YDOXWDPD PRJXUH
ethereumom, litecoinor raznim ostalim kripto valutama&G RVW XSQLP TQ DarkWU aLaW
RPRIJXUXMX NULSWR EXU]JH L PMHQMDpPpQLFH 1D EXU]L NLU
novac zadigitalne valute odnosno tokene i obratno. Neki od naj popularnijinfqiaia,

burza kripto valutau Bnance,Poloniex, Bitfinex, Kraken, Coindesk, Gdax. Koliko takve
EXU]JH ]DUDYyXMX GQHYQR QLMH SR]JQDWR QLWL MH WR N\
SURFMHQH UD]QLK DQDOLWLDpN pasldineiijbstiilbbnBré XaqaD UQ H  V \
G R Q Rivak dpstupan na linkRiobjavljuju da je najpopularnija kripto platforma Binance.
%LQDQFH QD GQHYQRM UD]LQL RVWYDUL SS¢yhukzKeipie G PL
YDOXWDPD SRGOLMHa&X |]DNRQLPD VYRMH GUaDamd 8 QHN
MH LOHJDOQR GRN GUXJH NRULVWH SULOLNX SD NULSWR
SULPMHU GUADYH NpmRipsit&jskilse dkirr@lx SvbdjCt&hnologiji je Singapur.
.DUDNWHULVWLNH WUDQVDNFLMD QD NULSWR EXU]DPD VX

x Nepovratneline SR Q L 4 WOLNY RI@o#viifRo transakciju za slanje akcija slanja
QH PRAH ELWL SRQLAWHQD

X Anonimne+1LWL VX WUDQVDNFLMH QLWL UDPpXQL SRYH]DC
WUDQVDNFLMH VH SULPDMX X GLJLWDOQRAaQ R M[DDNOH.OIM
ORJXUH MH SUDWLWL SRYLMHVW WUDQVDNFLMH QR
SRALOMDWHOMD

X Brzeiglobalnext7UDQVDNFLMH VH RGUDyYXYMXI X Rk R RGPD
sekunda ovisno o tehnologiji u pozadini. Pod globalnom karakteristikom misli se da

7 www.bloomberg.comtSRSXODUQD QRY L &lanicy kba denosi Dijesti H foslovnom svijetu
Bhttps://www.bloomberg.com/news/articles/200805/cryptoexchangesaking-in-billions-emergeas
kings-of-coins
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WUDQVDNFLMX PRaAHPR SRVODWL ELOR JGMH ELOR NI
ILIJLDNRM ORNDFLML

x Sigume+6UHGVWYD VX |DAWLUHQD X IREDOLQ R IMNDOYMDREIDNE
kriptografije.

X Ne iziskuju dozvolux1H WUHEDPR WUDALWL GR]JYROX GUAaDYQ
transakcije. Preuzmemo softver ili preko web preglednika ovisno o aplikaciji
LIJUDGLPR GLJLWDOQL QRYpDQLN L a8DOMHPR VUHGVW"

Rano finalkFLUDQMH SURMHNDWD MH RY¥ilkfz@akozMidiLlGONERgEE XU D P I
initial coin offering ,&2 LPD GRVW Dnavicdrdanpe@® Rrddi¢ibnalhinstartup
projekata. 8 SRpHW@XDUBQRN FKDLQ SURMHNWD PRA&H VH XOF
digitalne valute za vrijeme trajanja IC& Sedinom ljea VUSQMD DPHULPNL 6(.
6HFXULWLHY DQG ([FKDQJH &RPPLVVLRQ JODYQL UHJXOD
YULMHGQRVQLFD REMDYLR MH SULRSUOHQINitldl &8INnQRYRP |
offering NDUDNWHULVWLpPQRP ]D RNUXa@HQMH X NRMHP MH QR
ICO bi mogli usporediti salPO (engl. initial public offering, javhom ponudondionica

5LMHp ,&2 VH SXQR NRULVWL L X PDUNHWLQJX SD VX WD
NRQIHUHQFLMH NRMH VH RGUaADYDMX X LPH QRYLK EORN
SULOLND ]D RNXSOMDQMH SURJUDPHWBKQRGMHBNRRID W
ILQDQFLMD ]YDé&LPOMREQIR QWHH Fi¥n ,@unmGsRuplaitl dhedstva za

projekte i tvrtkedostupna putenkupnjedigitalnim valutama

Finetech vrstaprimjene digitalne tehnologije u financijama
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3. %/2. &+%$,1 58'$5(1-(

awR MH UXGDUHQMH L 32: DOJRULWDP YHUuUBMKchRIEMD&a&QM |
Terminologija QR NDNR RQR L]JOHGD X SUDNVL VOLMHGL X QD)
QDpLQD VDRIRNAMPODE L&OLOM REMH PHWRGH MH GD EXGHP|
WRNHQD pLMH WUDQVDNFLMH REUDYXM HWPRINNDAGRjeEL RV W'
SULVWXS X NRMHP |DMHGQLpNRP SURFHVRUVNRP VQDJRP
JHQHULUDQMX QRYLK EORNRYD 1DNRQ &daWR MH EORN L
iznosom tokena ovisno o pridonesenoj procesorskoj snazi u priacage bloka Mining

polovi VX VWRJD QDpLQ GD UXGDUYHNRSRQGD KKGH XA M N/ @IVoHN |
PRU NDNR ELLJUNMHXMODDMIQ MH KDV KW palovakdomigiraR vV W D O L K
U D p Xd@rivéh®takozvaneidare(engl. workerskakobiVH KDVK EUA&H LJUDpXQDR
X PLQLQJ SROX MH GD VH QDJUDGD GLMHQONDI \WBEM QMDD LI
dobijero VDPR GMHOhapi @ MHIDGH %LWFRLQD DOLptél PRIXU
YHUD QHJR GD SRNX&ADRRJGNMNMGDWHWAD Y BVRGMR)ERSI ND PDOD
koordinaciji rudara (engl. workers)svrhu ravnopravneaspodjele nagrade prolazi kroz
VOMHGHUH pHWLUL RVQRYQH IXQNFLMH

X UzimastanjeL]UD p X&sDeth @ DQRYaD SRR O
X 7UD@GD OL SRVWRML BfOKSMH3AQR RGUDYHQ
x SnimastaneNROLNR MH RGUHYHQL VXGLRQLN SULGRQLR X

x Proporcionalnalodjeljujeblok nagradeudarima

.DNR EL VH PRJD® RéaHEpt@dare kako bi na temelju toga svi sudionici

PRJOL ELW LlvQdDsEkbmjpdhéntazvana share. DNR QH PRaHPR QDJUDGL
onogrudaraNRML MH SURQDA&DR R GjgiRbMdbibeiivalebt sabastalridneE O R N
rudarenju uvodi se shar®lining poobvi uvode shareRYH NDNR ELXIOR ®H @ D UDIG
rudara (englworker). Sharé! je jedinicaza mjerenjeX O Rog kbaQoau rudarenju dobitnog

bloka to jest (G JR Y D U D MaXJgthdnmKD@ KVH SURQDYH SUDYL KDVK WDC
VWYDUQX PUH3XNEHQBRN)BPKDDQHQL QD WHPH®MShaReUDYHQL

20Mining poot X G WaheresuVD RG VWUDQH UXGDUD NRML ]DMHGQLPNRP SURFHYV
WHNXULK WUDQVDNFLMD GD EL NUHLUDOL QRYL EORN
2Share MHGLQLFD ]D PMHUHQMH XORAHQRJ QDSRUD X UXGDUHQMX GREL
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LIUDpXQDGYRSNDRLMHWD NROLPLQD SRVOD SURSRUFLRQDO
potrebnadase |JUDpPpXQD SUDYL KDV kecindoRIEjH GaQrRUASVIIDNOD MdK Q R
potrebno 1000M??, ako smo mi doprinijeli rudarenjoloka sa 25N na 2 sekundeX OR&L O L
smoukupno5S0 MH 1QDpL GD GLR QD &®B0 QAMAMSD GeS +=5I)R V L

ModelaLVSODWH UXGDUD LPD YL&H D QDMSR]QDWLML VX

x PPS(engl.Pay Per Shaje
x SMPPS(engl. $hared Maximum Pay Per Share
x PPLNS(engl.Pay Per Last N Sheg

Papularni operacijski sustavi za rudarenje etherenum tokestalihsu hiveos, ethos. Oni

nam RPRJXUXMX DODWH ]D P Ri@atdweRid ki Sudjels s thBavedjii D Q M H
Skupne hardverskih komponenti koje sudjeluju u rudarenju popularno $eapamining

fasame .DNR EL VH RO XD YOMILLKRMH X VYUKX SUDUOHQM
temperature komponenti, performamsistaju operacijski sustavi namijenjeni samo za tu
svrhu.Slika31 3ULND] SRpPpHWQH VWUDQLFH prikaztjepréegiRdS HU D W L
U DV S R Oharéveyar J

i|| Hive OS - OPG ¢ 2 starnet

¥ 1.303 kw 419.5 mrs

Show filters ‘ 2 T Name

¢ ETH 140.0 v+ nore EDEER
¢ ETH93.03 EE8
¢ ETH186.5 = 0 EOEERA

Slika31 3ULND] SRpHWQH VWUDQLFH+LYHRVY RSHUDWLY

.ROLNR GHWDOMQR PRAaHPR SUDW L WkikézGja8IHaB2 Blik@MH SRM
RSWHUHUHQMD JUDILpNLK MNDUMWRMBR M KR &bEARRY Saya/NHWY X
SRMHGLQH JU,DnjdzimN tdinish8lrui\Wrhak$imalnu temperaturu rada te parametre

kojima upravljamobrzinu hashing operacij&rogramiranjeu ssrhu RODNaDYDQMD SUR

22 MG - MH/s (ili megahasha po sekundi) ili pak GH/s (gigdteapo sekundi)Jedinica kojom se mijeri

sposobnosX pLQNRYLWR V@AW RJ XIGIDKODANKMBROML L YHUL BRANRUYUDQRX QPRI KK I
bloka

BZ60LND MH 3 YODVWLWL UDG DXWRUD”" X]HWD L] +LYH 26 DSOLNDFLMH
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rudarenjapostalo je vrlo popularno pa tako da poznaiopgramerskoj stranici github
PRAHPR StaRiQ@ditudr kkML QDP SULSRPDaH X VDPRgERSURFHYV,
callisto-pool ?* projekt koji je nastao kao otvoreni projekt koji nudi instalaciju vlastitog

mining poola.

() Hive OS - OPG o - dubrava o GO N O » ¥ B0 # A W E B © ¢ stanet

dubrava LA 2 ¥ 402.0wW

ath 46° 55 55° 085 58°
claymore 100% A 122
¢ ETH eth nanopool 140.0 MH 1548 31.13 31.11 3114 3114

BOOTED MINER UPTIME P H 4 0.6-22@190306

Overview

15.48 mn
31.13 w1
3111w
3114 m4

31.14mu

3.185mn 3.1 15min % 0.6-10@190128 it

4 0.6-22@190306

H81 Pro BTC R2.0 ASRock linux
4 x Intel(R) Core(TM) i3-4130 CPU @ 3.40GHz AES 4.13.16-hiveos
SMI USB DISK 31.5GB JOXIOX XK. XXX [CPe-XXX-X0X-XX-Xxx.dynamic.amis.hr]
192.168.0.103

70:85:c2:44:39:b6

Slika32 SULND] RSWHUHUHQMD JUDILBPNLK NDUWLFD X KL

3.1. SUDNWLpPpQL SULND] UXGDUHQMD

8 SUDNWLpQRP GMHOX RYRJ UDGD UXGDUHQMH MH ]DPLA&!
NRULVQLpMWRIRXNRMMHPRAHPR L]YUALWL UDGQMH QDG RW®
SURFHV ELWL QD Jd Dbhyr&atiQ btvolebild vddsakrija je 10 jedinadnosno

tokena Na slici Slika3.3 6ODQMH WUDQVDNFLMD SXkadr ekread LWD O QF

imamo opcije rudari i otvorene transakcimslane sudlvije transakcijeznosa 10 i prema

24 EthPool +blok chain miningpool projekt +link izvora: https://github.com/ethpoalpdateproject/open
callisto-pool
%60LND MH 3YODVWLWL UDG DXWRUD" X]HWD L] +LYH 26 DSOLNDFLMH
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korisniku vanWH X SRSLVX RWYRUHQLK WXDREVIZMHALGDDY L GALIP R
QLVX ]DSLVDQH X EORN FKDLQ PUHaX

“ W (]| Elements Console Sources Metwork Pox
M & | top v | @ | Fiter Default levels ¥ | %
Download the Vue Devtools extension for a better vue.js:B8542

development experience:
https://github.com/vuejs/vue-deviools

Successfuly added transaction. You are running Vue in development mode. vue.j5:8553
Make sure to turn on production mode when deploying for production.
See more tips at https://vuejs.org/guide/deployment.html
(index):284
L {funds: 24, message: "Successfuly added transaction.”, transaction:
{1}

message: "Successfuly added transaction.”
: {amount: 10, recipient: “Ivan”, sender: "30819f389d060..

(index):284
, {funds: 28, message: "Successfuly added transaction.”, transaction:

{1}

funds: 20

message: "Successfuly added transaction.”

»transaction: {amount: 4, recipient: "Ivan”, sender: "30819308086@9..
» _oroto__: Object

Otvorene tranzakeije

Ugitaj Transakcije koje éekaju na obradu

Transaction #0

Sender:
30819f300d06092a864886f70d010101050003818d0030818902818100ce7984ca30cbd69dB8869c12f3512725
0b0da%edf4ab450ceb6a5014d5739fc2616554e8a790ac1007699d5%e6fcfddc2af598 1defabb6d3b0&6062cBa5
1dd16cfafe9adf8ed34ba2e3fa70557d8fe548664afa351b5a99135fd8a73dd56e236fac0a%bb5406457 fhe0BbIT
35716abea002dff689ach53aaa44374befc31c8d 10203010001

Recipient: lvan

Amount: 10

Slika33 60DQMH WUDQVDNFLMD SXW®E P VALLUWW DOGRDXQRRDD

Kako bi zapis bi trajno zapisan u blok chaBRWUHEQR MH L]JUDpXQDWL KDV
Ukoliko kliknemo na gumb rudari na dnu ekrah® RWYRUHQH WUDQVDNFLMH
hash vrijednoshovoga blokaWH UH RQH E L Wrovd 8airahP Idokl RaQeidenk

postupak vidljivje naslici. DR a8WR PR&HPR YLGMHWL QD bkedditd QL VPR
je kreiran novi blok sndexom 18 koji nastao na temefjarametra: index:1®revious_hash:
"d70b0f869c6d0e99fd1ba74f0b0f6fcf107c0c99b60b9e69eclldlfaBe@ia7 proof: 21,
timestamp: 1552929520.637118@GnsactionsNakon kreacije novog bloka popis otvorenih

transakcija ponovno je prazan.
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[® 0] | Elements Console Sources  Network »

[F ® | top v | @ | Filter Defaultlevels ¥ | %
OEVEl0pmENT experience:
https://github. com/vuejs/vue-devtools
You are running Vue in development mode. vue.3js:8553
Make sure te turn on production mode when deploying for production.
See more tips at https://vuejs.org/guide/deployment.html
(dindex):284
, (funds: 30, message: "Successfuly odded transaction.”, transaction:

Block added successfully

funds: 38
message: “"Successfuly added transaction.
wtransaction:

: “30819+3080060922864586F700016101050003518000365153028...
ure: "BCE3107458432061525000962a0F929019504248 3685000680,
»__proto_: Object
»_proto_: Object
(index): 284
 {funds: 28, message: "Successfuly added tramsaction.”, transaction:
{1}
funds: 20
message: "Successfuly added transaction.”
¥ transaction:

) amo
Poalji rec "Tvan”
sender: "30819f300d06092a864856770d0101010500038158400308189028.
signature: "B1c52404b8F6cBFacsac]55357307befedcle528e6c0270211.
»__oroto_: Object
Otvorene transakcije »__proto__: Object
(dndex):301
e " . ¥ {block: {.}, funds: 30, message: "Block added successfully”}
Ucitaj Transakeije koje cekaju na obradu v block:
index: 18
previous_hash: "d7@bef 6 fdlba74fObafefcfla7c
proof: 21

timestamp: 1552929520.6371136

v transactions: Array(4)

6, recipient: "Ivan", sender: "38819f3000d06092a86..
recipient: "Ivan", sender: "38819f380d06092a86..

=n", sender: "3819f300006092a8..

: Array(8)
»_proto_: Object
funds: 30
message: "Block added successfully”

»__proto_: Object

Slika 3.4 Prikaz dodavanja novog blokfY ODVW LWL UDG DXWRUD’

3.2. 2 E M Dean® pojmova rudarenja

Programski kod koji obavlja funkciju rudarenja u prethodnoj cjelinoisan jeu nastavku.
Klikom na gumb rudari zapravgozivamo http POST metodu kojom zapisujemo u blok
chainkod Koéd 3.1 Definiranje HTTP rute /mine za POST metodapravo u varijablilok
spremamo rezultat koji smo dobili obavljanjem funkeijee_block iz blockchain  klase

slika. Ovisno o rezultatu dobivem izmine_block  funkcije Y U HTTP kod 20£°¢ blok

MH XVSMHaAQESERGRQOLYODLQMH EORND MH QHXVSMHAQR

@app.route('/mine’, methods=['POST)
def mine():
block = blockchain.mine_block()
if block != None:
dict_block = block.__d ict__.copy()

ZHTTP 201- I DKWMHY NOLMHQWD MH XVSMHaQR ]DSULPOMHQ L NUHLUDQ N
Z’HTTP 500-zDKWMHY QLMH SURY4¢@arlQ JERJ JUHANH QD
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dict_block['transactions'] = [tx.__dict__ for tx in
dict_block['transactions]
response = {
'message’: 'Block added successfully',
'block’; dict_block,

funds": blockchain.get_balance()

}

return jsonify(response), 201

else:

response = {
'message’: 'Adding a block failed’,
‘wallet_set_up': wallet.public_key != None

}

return jsonify(response), 500
Kéd 3.1 Definiranje HTTP rute /mine za POST metodu.

Funkcija def mine_block kao ulazni parametaruzima cijeli blok chain u varijablu

last_block  posprema zadnji blok u blok chairte zatim u varijabluhashed_block

pospremal ] U D p X Q Dri¢ahoktidd/oka.Funkcijahash_block opisaraje u poglaviju

5.4 Hasing algoritmiZatim se kroz funkcijuproof_of work() opisanoj u cjelini4.2.

Algoritmi i decentralizacijski sustavidobiva dokaz (engl.Proof). U varijablu
copied_transactions unosimo sve trenutno otvorene transakdi@e provjeravamo
DXWHQWLp QRVartvBROWEUDVQVDNFLMH 8NROLN& MiduSURY M H
otvorenih transakf@ dodajemo i hagradnu transakdioja je zapravo isplata za rudarenje.

Nakon toga kreiramo novi bloksa vrijednostimm: hash prethodnog bloka, otvorene
transakcijet nagradna transakcijjdokaz(engl. proofte broNRML VH LJ]UDpXQDYD XJ
funkcijom len(self.chain) koja ]DSUDYR R]¥ k& BdlajeBoblok u lanac

blokova , ispraznimo otvorene transakcije te posprenstaoje blok chawa sa novim

blokom udatotekubockchain.txt . Funkcija je prikazana u kodkdd 3.2 Funkcijaza

kreacijublokova

def mine_block(self):
last_block = self.chain[ - 1]
hashed_block = hash_block(last_block)

281D +(engl.identification number MHGLQVWYHQL MH EURM.NRML VOXA&L ]D LGHQWLII
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proof =  self.proof_of work()
reward_transaction = Transaction('MINING',
self.hosting_node, ", MINING_REWARD)
copied_transactions = self.__open_transactions[:]
for tx in copied_transactions:
if not Wallet.verify_transaction(tx):
return None
copied_transactions.append(reward_transaction)
block = Block(len(self.chain), hashed_block,
copied_transactions, proof)
self.chain.append(block)
self.__open_transactions =[]
self.save_data()
return block

Kdd 3.2 Funkcijaza kreacijublokova
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4.35%$.7,y1% ,=9('%$ 62)79(56.2*
75$16%$.&,-6.2* 5-(a(1-$

SUDNWLpQL GLR UDGD MH SRGLMHOMHQ X Y LndsHonrFkMHOLQI
UMHGAHQMX NRMH MH RSLVDQR NUR] QDVORYH NRML VOLMN
objektno orijentiranom obliku s ciliem pojednostavljenja dijelova koda. Za izvedbu
SURJUDPVNRJ NRGD R G C¥%4dijBdnofdvnasH, pieBleodtikKdRuBtva

V QDYHGHQLP SURJUDPVNRP MH]LNX X VYDNRGQHYQRP S
projekta, sveukupnu logiku i mehanizme koristi se python verzije 3.7. Http, csscj@pa

te pythonIODV N NRULVWH VH |]D NRULVQLmEtRrowXgpaH@MH GRYV
SURWRNRORP =D PHKDQL]PH SR K¢th&ireuKoristisk jabbh.QABMS R G D W
S\WKRQ NRULVWLP VH L PRGXOLPD N Rflssk z& ARl KéstapB U XaD N
NRML VOXAaL ]D LQWHUDNFLMX W DNIRINR/ @ XPpNHICPM-BQ®RR/ V. P/IX
Python moduli openssl te pycrypto korsite se uglavnma kriptografiju, sigurnost
blockchaina, pa tako recimo iz modula pycrypto koristim se hashing algoritmima SHA256

za potpisivanje blokova i transakcija. Modul pycrypto VHEL LPD XJUDYHQH IXQN|
]D JHQHULUDQMH SULYDWQRJ L MDYQRJ NOMXpD NRMD VX
DGUHVH SRALOMDWHOMD L SULPDWHOMD

41. 3RMDEAQMHQMH L NRPHQWLUDQMH SURJL

Blockchain python programska struktura kodulipeljena je u programske klase. Glavna
NODVD X RYRP UDGX QD]JLYD VH EORFNFKDLRcHandmVOXaL ]

a to su:

x Dodavanje novih transakcija u blockchain sustav

X 5XGDUHQMH QRYLK EORNRYD GRKYDUDQMH RWYRUHQ
x '"RKYDUDQMH EDODQVD

x 3BRVSUHPDQMH L XpLWDYDQMH EORFNFKDLQ SRGDWDN
'RGDYDQMH EULYVD @h&iA noddva WsdDstab QM H ERN

x

2 python SURJUDPVNL MH]LN RSUH QDPMHQH
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%ORFNFKDLQ S\ SURJUDPVNL GLR NRGD ]D QDYHGHQH RSHF

bi mogao funkcionirati.

Block je klasa kojaGHILQLUD RVQRYQH NDUDNWHULVWLNH EORND
vrijednost, vremensku oznaku, transakcije i dokaz koji je zapravo ranije spomencé

NRML PLMHQMDPR X VYUKX GUXJDpLMHJ LVKRGD KDVKD
algoritmuda bi keirali novi blok nad otvorenim transakcijaméasa je prikazana u kodu

Kod 4.1 Definiranje klaseBlock.

class Block:
def __init_ (self, index, previous_hash, transacti ons, proof,
time=time()):

self.index = index
self.previous_hash = previous_hash
self.timestamp = time
self.transactions = transactions
self.proof = proof

Kod 4.1 Definiranje klaseBlock

SUHWKRGQL LVMHPDN NRGDblock GIRIMDR LWIDG N &ID V X QQIFLLNW O
kreirani ranije navedeni objekti.Transaction MH NODVD NRMD VDGUAL REM
WUDQVDNFLMH EORFNFKDLQD 8 QMRM VH GHILQLUD SRaL:
NRML MH JHQ HddLsigDt@ns&tkRrP R U Xunkcije . Kod vezan uz generaciju
SRWSLVD REMD aQ M Hikacija HvakddgilaMletkrKaina. [eFnitijal klase slijedi

u prikazu kod&aod 4.2 Definiranje klaselransaction

class Transaction:
def __init_ (self, sender, recipient, s ignature, amount):
self.sender = sender
self.recipient = recipient
self.amount = amount

self.signature = signature
Kod 4.2 Definiranje klaseélransaction

Klasaverification VDGUAL IXQNFLMH NRMRYVWHERORF RV K 0QLOD WLXIWKW

funkcije:

x valid_proof
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x verify_chain
X verify_transaction

X verify_transactions
JXQNFLMH L QMLKRYH QDPMHQD VX GHWDOMQR REMDAQM
Klasawallet definira funkciMH YH]DQH ]D GLIJLWDOQL QRYpPDQLN D
LIUDGX SULYDWQLK L MDYQLK NOMXpHYDtoteke. W&ledsHPDQMH
wallet definiran je konstrukt®? def _init_ (self) X NRMHP VX GHILQLUDQH C
varijable private_key , public_key . Funkcija create_keys(self) JHQHULUD NOMXpt
dodjeljuje ihprethodnospomenutim varijadD PD S R P R U X gdn¥r@QeN FkeéyM kbja je
WD N &g Whllet klase. . DGD VH NOMXpH Yotvata] sd Hafptekalwal2iixX u
statuswapisanjete se zapisu SUYR MDYQL N @MEd PW Y B VXIGKRR®YO M X p
GDWRWHND SUHWKRGQR QH BainG RaVeWae! DOD . OfsBlaOL EL J

klasa prikazana je prikazu kod&éd 4.3 Definiranje klase Wallet

class Wallet:
def __init_ (self):
self.private_key = None
self.public_key = None

def create_keys(self):
private_key, public_key = self.generate_keys()
self.private_key = private_key
self.public_key = public_ke y
try:
with open(‘wallet.txt', mode='w'") as f:
f.write(public_key)
fwrite(’ \'n)
f.write(private_key)
except (IOError, IndexError):
print(‘Saving wallet failed")

Kdd 4.3 Definiranje klase Wallet

30Konstruktor- 9 H U L Q D NDGBRddIE pod nazivom __init__. Donjete pokazuju da je to specijalna vrsta
metode. Ova metoda se zove konstruktor , i automatski se poziva kdd&n&NUHLUD QRYL REMHNW L]

.RQVWUXNWRU Vzd dBdielufs @ RikNR @ihogtivarijablama iz klase
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60LPQX ]D G DotidXkeSEDXQNAELMD RWYDUD GDWRWHNX ZDOOHW
GHILQLUDPR GD VH GDWRWHND pLWD UHGDN SR UHGDN ND

dodijelili varijablamapublic_key te private_key

def load_keys(self):
try:
wi th open(‘wallet.txt', mode='r") as f:
keys = f.readlines()
public_key = keys[O][: - 1]
private_key = keys[1]
self.public_key = public_key
self.private_key = private_key
return True
except (IOError, IndexError):
print('Loading wallet failed")
return False

K6d44 )XQNFLMD ]D XpLWDYDQMH NOMXpHYD

.OMXpHYL ReopremajaMddroteidd wallet.txt prilikom kreiranja, mogu se pospremiti
LXVOXPpRPNXNDGRBULVW K RXKPRORN ¥ENEINM H kojaprovjera
GD OL NOMXpHYL Ywiija8erisuWiRazhd radNifuOflinddidnalnost kao i kod

funkcije create_keys

def save_keys(self):
if self.public_key != None and self.private_key
1= None:
try:
with open(‘wallet.txt', mode='w'") as f:
f.write(self.public_key)
f.write(' \n)
f.write(self.private_key)
return True
except (IOError, IndexError):
print(‘Saving wallet failed")

return False

Kéd 4.5 Funkcija zgpospremanjeNOM XpHY D
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PR P R python modulgycryptogeneriramo privatnii javnN O M & M X p idskd vézXni

stogaVH NUHLUDMX |[DMHGQR 3ULYDWQL NOMXp MHizGLR MDY
VDPRJ MDYQRJ NOMXpD 3RaAWR VX NOMAPpKYLIPBHEHNURQ DU
u stringodnosno niz znakova kako$emogli koristiti u blok chairu, pospremati u datoteke

L VOLpPQR

def generate_keys(self):

private_key = R SA.generate(1024,
Crypto.Random.new().read)

public_key = private_key.publickey()

return
(binascii.hexlify(private_key.export_key(format="DER?))
.decode(‘ascii’),
(binascii.hexlify(public_key.export_key(format="DER")).
decode(‘ascii')))

K6d46 ) XQNFLMD ]D JHQHULUDQMH NOMXpHYD

1IDMYDAQLMD NODVD X NRMRM ugthol Qufidjljeesve Qskaie KEa€eR N

naziva se blockchail QD VDG UaAL | X QN EWwWmReHDp@ivj&\pbdataka u blok

chain 'RKYDUDQMD UDVSROR aL.YDhdaven¢mgnviiansakeljhDuhwl N F L M D
FKDLQ WH UXGDUHQMH NRIiMBi2. M E MOENDEQ@EMIdaRnjX FMHOL
Definirana je klasa naziva Blokhain sa varijablama u dnstruktoru Varijable koje u
SRpHWNX L RdjheXcri@eplthbH interpretira kao privatnga bi naglasili da su
LQIRUPDFLMH NRMH WH YDUL M xiajénd uVYaRvariyarabiam thélbhU O M L Y
raditi s oprezom. Definirana je varijablargesis_blocki kojoj je definiran prvi blok blok

chaina. 8 SR p Hphwddtdteke napravljen je ulaz ostalih klésanodula SRaWR NDR &WR
SPOMHQ XWX X SRpPHWNX RYD NODVD NRULVWdHdang kad glayi | X QN F |
dio koda u ovom rad Iznad same klase definirana je i varijabl@iNING_REWARDKoja

zapravo predstavljaagradu za obradu otvorenih transakcija.

import functools
import hashlib as hl
import json

import pickle
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from block import Block

from transaction import Transaction
from verification import Verification

from hash_util import hash_block

from wallet import Wallet

MINING_REWARD = 10

class Blockchain:

def __init_ (self, hosting_node_id):
genesis_block = Block(0, ", [], 100, 0)
self.chain = [genesis_block]
self.__open_transactions =[]
self.hosting_node = hosting_node_id
self.__peer_nodes = set()
self.load_data()

Kod 4.7 Definiranjeklase Blockchain

Funkcija load_data UDGL XpLW DY D-@ M HoloEKCHRIN txtF daidiek@pozivom

X J U D jsbhQadds funkcionalnosti iz json modul@tvara navedenu datoteku u statusu za
bLWDMHHRYLVQR R VDG U &D MétuGbdatakaV definiians R&i}aRiM D Y D
selfchain . 3RAWR VH VDG thadvhafi@senNomatd (EIDGE NDRXhLMRDY DQMD
NOMXpHYD GLJLWDu@p&Rjd n@arayith KofQvendijd standardneelisbdatkau

sortirani dictionary koji u ovom koduspremamo u varijablu updat_blockchain. Zatim

varijabli self.chain pridijelimo vrijednosti updated_blockchain varijable. Jednaku pracedur

radimo i s otvorenim transakama. Razlog ovogostupkaMH WR &dWR QRYH WUIL
pospremamo kaaesortirandiste odnosnalictionare D UHGRVOLMHG XpLWDYDC
blok chainjeYDaDQ

def load_data(self):
try:
with open(‘blockchain.txt', mode='"r") as f:

file_content = f.readlines()
blockchain =

json.loads(file_content O] -1D
updated_blockchain = []
for block in blockchain:
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converted_tx =
[Transaction(tx['sender'], tx['recipient],
tx['signature’], tx['amount?) for tx in
block['transactions']]

updated_block =
Block(block['index'], block['previous_hash'],
converted_tx, block['proof], block['timestamp’])

updated_blockchain.append(updated_block)
self.chain = updated_blockchain
open_transaction s=

json.loads(file_content[1][: -1))
updated_transactions = ]

for tx in open_transactions:
updated_transaction =
Transaction(tx['sender'], tx['recipient’],
tx['signature'], tx['amount'])

updated_transactions.append(updated_transaction)
self.__open_transactions =
updated_transactions
except (IOError, IndexError):

pass

Kod 4.8 Funkcija zaX p L WelbbdRain podataka

60LpDQ SRVW:ehith SJWkKaDIQDL VOXaL ]JD VSUHPDQMH SRGD!
L WR UDGL WD N RtapidddrdalRkedRI i Xtotdkd Re(dtvara u statusu za pisanje.
7DNRYHU VH UdpGdataNeRakovalirahddkcija u sortiramictionarekako bi

podaci poprimilikey : valuestrukturu.

def save_data(self):
try:
with open(‘blockchain.txt', mode=" w') as f:
saveable_chain = [block.__dict__ for
block in [Block(block_el.index, block_el.previous_hash,
[tx.__dict__ for tx in block_el.transactions],
block_el.proof, block_el.timestamp) for block_el in
self.chain]]

f.write( json.dumps(saveable_chain))
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f.write(' \'nY)

saveable_tx = [tx.__dict__ for tx in
self.__open_transactions]

f.write(json.dumps(saveable_tx))

f.write(' \nY)

f.write(json.dumps(list (self.__peer_nodes)))
except IOError:
print('File se nije uspio pospremiti’)

Kod 4.9 Funkcija za pospremanije blok chain podataka

Funkcijaget_balance VO XaL ]D GRKY DD Qjednd/i\kab grovjerab N H Q D
slanja novihtransakcijaNDR PHKDQL]DP ]DaWLWH GD QH ELVPR PRJO

AWR LK Ko WPMRXOWDW YUDUD VWDQMH WRNHQD NRMLP UDV
def get_balance(self):
if self.hosting_node == None:
return None

participant = self.hosting_node

tx_sender = [[tx.amount for tx in
block.transactions if tx.sender == participant] for
block in self.chain]

open_tx_sender = [tx.amount for tx in
sel f.__open_transactions if tx.sender == participant]

tx_sender.append(open_tx_sender)

amount_sent = functools.reduce(lambda tx_sum,
tx_amt: tx_sum + sum(tx_amt) if len(tx_amt) > 0 else
tx_sum + 0, tx_sender, 0)

tx_recipient = [[tx.am ount for tx in
block.transactions if tx.recipient == participant] for
block in self.chain]

amount_received = functools.reduce(lambda
tx_sum, tx_amt: tx_sum + sum(tx_amt) if len(tx_amt) > 0
else tx_sum + 0, tx_recipient, 0)

return amount _received - amount_sent
K6d4.10 ) XQNFLMD ]D XpLWDY D QM liznvs&kodsMija aRsBkeii@ D L SURYM
Funkcija add_transaction VOXaL ]JD GRGDYDQMH QRYLK WUDQVDNFLN
tada pHNDM X Q PrijR Hdd&v&pa nove transakcije prolazi kquovjeru funkcije

Verify_transaction GHILQLUDQRM X 9HULILFDWLRQ NODVL NR
5.2.Verifikacija i validacija Ukoliko je proviera SRW S LV D trans&kijal $eQibBdaje u
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listu otvorenih transakcija. Nakon toga poziva se funkgije_data() koja posprema
DaXULUDQH RWY Rhddk@rHainiktdatQtak NFLMH X

def add_transaction(self, recipient, sender, signature,
amount=1.0):

if self.hosting_node == None:

return False

transaction = Transaction(sender, recipient,
signature, amount)

verifier = Verification()

if verifier.verify_transaction(transaction,

self.get_balance):

self._ open_transactions.append(transaction)
self.save_data()
return True

return False

Kdd 4.11 Funkcija za dodavanje transakcija

4.2. Algoritmi i decentralizacijski sustavi

.DNR MH REMDaQMH Q Rolok chaihd [@ haRitan nal RO goONIRW Provjera

GD OL EORN GYD LPD MHGDQ LPD MHGQDN KDVK NDR EORN
hash vrijednost bloka dva nije dovoljna. Ovo provjeru radimo kroz fumkcij

verify _chain u poglavlju 5.2. Netko bi jednostavno mogao manipulirati transakcijama
VSUHPOMHQLP X EORNX MHGDQ L |IDWLP SURPLMHQLWL EO
MHGDQ L WDNR ]D GR NUDMD FLMHORJ OD QDU B ® R NSRUYXA D-
POW algoritam. Imati jednake hasheve jednostavno nije dovoljno. Zato POW broj kojeg

smo ranije spomenuli kao dokaz (engfoof) ili (engl. nonce MH SRJDyYyDQ ]D VYDNI
Navedenu proceduru opisugiika4.1 POW algoritam
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Proof of Work

Incremented in Loop

(1.2, 3, )

7N

Difficulty: X (e.g. 2) beginning
characters haveto bea O

Slika4.1 POW algoritarit

32: MH VDPR EURM DOL WR MH EURM NRML VD RVWDOLP X
hasha dok ne poprinmash koji smo definirali u uvjetu odnosno funkeiid_proof U
FMHOLQL 7DM KDVK QLMH LVWL KDVK NRMLk{ig&Ss RUHY XN
NRULVWL NRG NUHDFLMH QRYLK EORNRYD D QDMpH&aUH M
biti spremljene u novi blok, hasha prethodnog blbkance broja koji se mijenja dok ne
GRELMHPR RGJRYDUDMXUL KDVK $NR VRRPRURY BRIMNDXW G
RGUHYHQLP EURMHP QXOD RYLVQR NROLNR QXOD WUDALP|
novog bloka. Za primjer za Bitcoin valutu svaki novi blok je dodan u prosjeku od 15 minuta.

Ostali nodovi u blolkcahinu mogu jednostavno provjérnovo dodane blokove i dozvoliti

LOL RGELWL YDOLGDFLMX WDNYRJ EORND .DGD EL JORQDPR
WUDQVDNFLMH QHNRJ EORND KDVK RVWDOLK EORNRYD Y
trebali promijeniti i sve blokove pdOLMH PDQLSXOLUDQRJ EORND ]J]D daWR
YUHPHQD MHU VH &WLWLPR GD KDVK PROQB WPRGX ab YSDMRL Kb\
MHU QH SRVWRMH GRYROMQR EU]D VXSHU UDpXQDOD NRM
stanonad&sDMX 3UHWKRGQL WSHks &2V RIS Ip WX MBEWH@DEsHG H U D

31)zvor slikeUdemy, https://www.udemy.com/leartB\WKRQ RAaAXMDN
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ACADE

MIND Adding Proof of Work

. . . Control Amount
|
Security! ‘<:| Mining Blocks Should be Challenging |::> of Coins

|:> Transactions +
previous_hash

I

Other Nodes Can Easily Verify the Proof of
Work (and hence the validity of the Block)

Slika4.2 /RJLpN L PO doDdsE

U proglamskom kodwlokaz (engl. proof) dobivamkroz funkciju proof_of_work koja
SRYHUDYD GRND] ]D s¥elbkvsel i@ebeVidadfl MriigdnQst kojaRe&s UH Y HQ D
funkcijom valid_proof U klasi Verification . Funkcijavalid_proof REMDaAQMHQD Mt

cjelini 5.2.Verifikacija i validacija

def proof_of_work(self):
last_block = self.chain[ -1]
last_hash = hash_block(last_block)

proof =0
verifier = Verification()
while not
verifier.valid_proof(self .__open_transactions, last_hash,
proof):
proof +=1

return proof

Kod 4.12 Funkcija za generiranje hash vrijednosti

32 |zvor slikeUdemy, https://www.udemy.com/learB\WKRQ RAaAXMDN
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4.2.1. Konsenzus

KadaNDaHPR GD M Kusa® BeNerfr&libidai®mislimo na to da da nema centralnu
WRpPNX NRQWUROH 6DPLP WLPH aWR QHPD FHQWUDOQX
VLIXUQLML %ORN FKDLQ W RusS RatokbloantkofMe disRip¥iarQdoP N R Q \
svim nodovima blok chaa. Konsenzus se bavi validacijom i pohrantransakcijger je

blok chairu kao sustav od iznimne YDAQRVWMUGDWIMNFLMH REUDYyXMX
pravednoNadalje za transakcije koje su jednom upisane u blok cha@hB R VD VLIXUQRA
tvrditi da supravovaljaneUD G L p L Q jéd gaQuriaRiplla@GijD istilpotrebnopromijeniti
YLAHVWUXNH NR S kdil 6bigukavel kehsSnRuEdo e 1I$® strane podatkovne
SRKUDQH PRAaHPR Udtiigodatéka® X WRBILEM. UDQH GXOMHP PUH:
ne postoji potreba za centralni podatkovnim sustavd RVWDYOMD VH SUREOHP N
nodovirazmjenjuju blokove podataka. Recimojeaa nodul kreiran novi blok gapisima

o transakcijamazatim jenodu2 ktHLUDQ WDNRYBBEDQ®R®R G mEME&velkiH M H

lanac blokova podataka. Nakon toganode3SWDNRYHU NUHLUDR QRYL EORN
NRPSOHWDQ ODQDF EORNRYD MHU MRa Ppttdkh oé IpicaléJ RQ L] L
NRML O0H ERaRstaWOURA kao validan i pospremiti u sustalgovor je da se blok
NUHLUDQ QD QRGX XRSUH QH U HkoxZist&vtho XtaRj&Rlbkuchslai U RQ Q|
GRN UH VH L]PHYyX QRGD RIQ QR G0 RRIGORX L W.IUIRoYeH U LQ X P
nodel uspio poslati informaciju 0 novom blokuD QRGRYD QMHJRY EORN 0H
lanac blokova blok chain sustawonflikti u blok chain X VX pHVWIXWWDEDGEHRAD O
DAaXUQLP D SRGDWNH R EORNRYLPD L]JPHYyX QRGRYD VLQNU

algoritam.
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5..5,372*5%),-$ , .5,39%/87(

5.1. Sigurnost kripto valuta

Da bi osigurali integritei ne promjenjivost podatakablok cKkDLQ VH NRULVWL UL
PHKDQL]PL PSglbhéW tlaéw koji suimplementimeu programski kod ovog rada
VSUHpDYDMX PDQLSXODFLMX SRGDFLPD % QaRAN d&F KDL Q

provjeravamo prethodni hashiokova XNROLNR MH RQ URBAdKD ispret\hjdg®&s RQRJIL

smatramo da je u blok chaiK GRAOR GR NRUXSFLMH SRGDWDND

manipulacija.Osim provjee ne promjenjivosti podataklalokova kod dodavanja novih
EORNRYD WUDALPR RGUH YYHQHE®RK\D X X SG/IH & Qlé¥odgaFAAEMR XRO D (

mehanizam 1DYHGHQH ] D3lWab.tVIthumBdniskjevblok chaina.

ACADE . .
MIND Blockchain Security Layers
Basic Block
Manipulation |:> Blocks Know Each Other
Check
] ] ]

No Mass-
Manipulation |:> Mined Blocks Require a Valid Proof of Work
Possible

=]
256 T -

Prevent

Wicli=ala bl |::> Transaction Data Needs to be Signed
Manipulation

(when Mining) E

Slika 5.1 Sigurnosni slojevblok chaina®

S3SRVWRML MRa MHGQR PMHVWR JGMH EL PRJOR GRUL GR
WUDQVDNFLMH .DNR PR&@HPR YMHURYDWL RQRPH aWR MH
blok chainra i da li su ti podaci validni. DR 'V O R Mrgjiidtak#ith MaHipulacija podataka

koristi se mehanizampotpisivana transakcija Svaku transakciju potpisujemo privatni

33|zvor slikeUdemy, https://www.udemy.com/leartB\WKRQ RAaAXMDN
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NOMXpHP WDNR GCGQQINM&SRGEGDFRPIRSRWLNR pHIPAEIBOMHPR
VH PRAH YHULILFLUDWL VDPR SRPRUX MDYQRJ NOMXpD NR
Ukoliko bi VH SRGDFLPD SUREDOR PDQLSXOLUDWL SRWSLV Yl
transakcija se ne bi uzela u obzir kpdstupka rudarenja. Ukoliko b(QDSDGDp SRNXAaDbD
SURPLMHQLWL L SRWSLV QDNRQ aWwitRbidg&uapRalifsBENDL R SR G
YODVWLWLP SULYDWQLP NOMXpHP MHU MH LQIRUPDFLMLEL
Samim timeverifikacija potpisaSXWHP MDYQERWND QKR HIDYQD MHU MH
YH]DQ X] SULYDWQL NOMXp poRéduje. NavddehipiMdes Nis8jka QDSD GO
5.2 Provjera potpisa transakcije

ACADE . .
MIND Public-Private Key

Private Key

Creates

Created
Together
Signature
Only this Public Key

can verify
Public Key |::> Transactions with a
signature created
with the Private Key

Verify

Slika 5.2 Provjera potpisa transakcife

5.2. Verifikacija i validacija

&LOM NYDOLWHWQRJ EORFNFKDLQD MH GD EXGH VLJXUDQ
manipulacije podacima. Blockchain u ovom ra@QUDSLVDQ MH QD QDpLQ GD V
NRUDNH YDOLGDFLMH L SURYMHUH SULOLNRP REDYOMDC
WUDQVDNFLMD 'LR NRGD YH]DQ X] YHULILNDFLMX L YDOL
datoteci verification.py i hash_util.pyigurnosne provjere vezane uz provjeru transakcija

WDNRYyHU VX GLMHORP SLVDQH X ZDOOHW S\ GDWRWHFL N

341zvor slikeUdemy,https://mwww.udemy.com/leanr8 \WKRQ RAaAXMDN
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ubGL V WUDQVDNFLMDPD .DNR DOJRULWPH L PHKDQL]PH ]
PRAHPR NYDOLWHWIQRDPL MHU XNOMXpXMX L GREUR SR]C
JRWRYH S\WKRQ PRGXOH NRML QDP LK SUXabMX

Funkcija valid_proof VOXAL ]D YDOLGDFLMX 32: PHKDQL]PD 3UR
KDVK YULMHGQRVW RGJRYDUD |DGDQRP DOJRULWPX X NR
GYLMH YRGHUH QXOH 2YR QLMH LVWL KDVK NRML VH NRU
koji zahijevamo prilikom rudarenja, obrade otvorenih transakcija kako bi stvorili novi blok.

.DNR aWR MH RSLVDQR X SRJQavi®dix algoritnto@ HEMLenbP L % O F
RWHADYDPR NUHDFLMX QRYLK EORNRYD NDNR &anj SULMH |

VYLK QRYpLUD

def valid_proof(self, transactions, last_hash, proof):
guess = (str([tx.to_ordered_dict() for tx in transactions]) +
str(last_hash) + str(proof)).encode()
guess_hash = hash_string_256(guess)
return guess_hash[0:2] =='00'

Kdd 5.1 Funkcija za provjeru hash vrijednosti.

O9DOLGDFLMD ODQFD EORNRY\@rify Wigein VH prikdzahd] kN FLM X G

Kad 5.2 Funkcija za verifikaciju laca blokova U for petlji prolazimo kroz cijelblok chain

WH X VOXpDMX GD MH LQGHNY EORND MHGQDN WDM EOR
(engl.genessis blogkkoji nema svog prethodnika. Nastavljamo provjerata® XiH EORNRY F
u lancu te za svakilok provjeravamo prethodrhashvrijednost ukoliko je ora U D | @ddp L W
vrijednosti X WUHQXWQRP EfRaXe Y HWRD]QBpL GD MH SURFHV S
chaina negativanodnosno da je u bloghair X GRAOR GR NRUXSFLMH SRGDWI

def verify_chain(self, blockchain):
for (index, block) in enumerate(blockchain):
if index == 0:
continue
if block.previous_hash != hash_block(blockchain[index1]):
return False
if not self.valid_pro of(block.transactions: - 1],
block.previous_hash, block.proof):
print('Proof of work is invalid’)

return False
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return True
Kod 5.2 Funkcija za verifikaciju laca blokova

Provjeravamo pojedinu transakciju ovisnstanju token&ojima UDVSRODAaHPR )XQNFL
verify_transactionprikazana u kodu MH PHKDQL]DP ]DaAaWLWH NRML QDP
SRADOMHPR YLAH QHJR A4WR LPDPWRDX RO RWIMIPRIPA\VY RN HD (
i da li je popis transakcije validan.

def verify_transaction(self, transaction, get_balance, check funds=True):
if check_funds:
sender_balance = get_balance()
return sender_balance >= transaction.amount and
Wallet.verify_transaction(transaction)
el se:

return Wallet.verify_transaction(transaction)
Kéd 5.3 Funkcija za provjerld DVSRORALYRJ VWDQMD WRNHQD

YXQNFLMD GHI YHULI\BWUDQVDFWLRQV VOXaL |]D SURYMHU

def verify_transactions(self, o pen_transactions, get_balance):
return all([self.verify_transaction(tx, get_balance, False) for tx

in open_transactions])
Kod 5.4 Funkcija za provjeru otvorenih transakcija

Kod operacije kreiranja nove transakcija potrebne su nam provjere kako bi dokazali da te
WUDQVDNFLMH QLVX ODaLUDQH .DNR VH RYH UDGQMH WL
X] QD& GLIJILWDOQL QRYpPDQLN PHWRGHVUDQNDINVFH MNIR W B M
Su uwallet.py GDWRWHNX 5DGL SRWUHEH UD]JOLpLWLK DOJRUL)
se gotovi python moduli hashlib, pycryptodome. Primjer kédd 5.5 Funkcija za
potpisivanje transakcijgpokazuje definiranje funkcije sign_transaction . Funkcija
sign_transaction SRSULPD REMHNWH SRALOMDWHOM SULPDWH
signer WH X QMX VSUHPDPR Sathbriv iR LkojN €nd Xofoslijedile L Q
PKCS1vi DOJRULWPX UDGL HQNULSFLMH .DNR ELVPR NUHL
varijabluh spremamo i podatke nad kojima kreiramo hash vrijednost. U vasijedaiure

kreiramo potpis nad gore spomenutim v RVWLPD WH NDR UH]XOWDW YU

niz znakova (engl. string)

def sign_transaction(self, sender, recipient, amount):
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signer=PKCS1 vl 5.new(RSA.import_key(binascii.unhexlify(self.privat

e_key)))
h = SHA256.new((str(sender) + str(recipient) +

str(amount)).encode('utf8"))
signature = signer.sign(h)
return binascii.hexlify(signature).decode(‘ascii')

Kod 5.5 Funkcija zagpotpisivanje transakcija

Kako bismo verificirali transakcije dodajemo nowietoduslika 5.1 I XQNFLMX SRPRUOX |
provjeravamo da li je potpis validan. U metodRKY DU D P R NtRaRsakeild(@hpl.Q
transaction) objekjer se tamo nalaze svi potrebni podaci nad kojima moramoitobav
validaciju. Kreirana je varijablaublic_key X NRMRM GRKYDuUDPR MDYQL NO
binarnom oblikuZatim u varijabluerifier VSUHPDPR WDM MDPNORLVINOMXp SR
algoritma Nakon toga u varijabh kreiramo hashR G Y UL MH G QjR, pNhatefaRaL O M D W
iznosa.. DR UH]XOW BW RYMHDREX YULMHGQRVW KDVKD L SRW

verify IXQNFLMRP NRMD SURYMHUDYD DXWHQWLpPQRVW SRW

@staticmethod
def verify_transaction(transaction):
public_key =
RSA.import_key(  binascii.unhexlify(transaction.sender))
verifier = PKCS1_v1 5.new(public_key)

h = SHA256.new((str(transaction.sender) +
str(transaction.recipient) +
str(transaction.amount)).encode('utf8"))
return verifier.verify(h,

binascii.unhexlify(transaction.signatur e))

Kdd 5.2 Definiranje funkcijezaprovjewu transakcije

5.3. Hashing algoritmi

.DR aWR VH PR&H SULPLMHWLWL ULMHp KDVK VH NRULVWL
WR KDVK" 9DAaQR MH VKYRDWDWWRWR NMRIUWYVRWLRRQ R CKNDW K G
KDVK PRaAHPR |DPLVOLWL NDR GXJDpDN QL] ]QDNRYD WRDp
DOJRULWDP 1DG KDVK YULMHGQRVWL QLMH RevwerseiH QDS
engineering). Hash je kreiran 0@ HNLK XOD]QLK SRGDWDND D WL LVW
LGHQWLpPQX KDVK YULMHGQRVW X VYDNRP SRQRYQRP SU
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80D]QH SRGDWNH QH PRAHPR QLNDNR VD]QDWL RVLP DNR
KDVKHYD 1DUDYQRAWR PR3¥»MHPR HADMMNR NUHLUDWL EUXWI
]IDKWLMHYDR ELOLMXQH PRJXULK NRPELQDFLMD RYLVQR |
+DVK EORND VDGUaAL ]QDND a8WR MH NUDUH RG EORND NF
VH QH SRY ariuebovisilo Maznim podacima pa je efikasnije spremati hash
YULMHGQRVWL XPMHVWR QDVXPLPpQLK QL]JRYD J]QDNRYD G
se u blokcahintu ne koristi da bi se sakrili pravi podaci, zapravo poanta blockchaina je da

svi podac¢ budu javno dostupni. U bloK KDLQ NRGX SULORAHQRP X RYRF
XJUDYHQL PRGXO KDYVK O krifednbsti) K@ 516JAULKDIj@ k& Hyemebrinie

hash vrijednosti nadadanom nizu znakov&lajjednostavnija funkcija u cijelom kodu je

funkcija hash_string 256 koja za argument uzima bilorkejznakova (engktringg L YU D G D

hashvrijednost napravljen nad timstringpom SR P R U X 6 alforitma

import hashlib as hl
def hash_string_256(string):
return hl.sha256(string).hexdigest()

Kdd 5.6 Funkcija za generiranje hash vrijednosti zadanom nizu znakova.

Funkcija hash_blockidljiva u kodukaéd 5. 7 Funkcija za generiranje hash
vrijednosti bloka nad podacima blokaapravinovi hash vrati string vrijednost bloka

u json formatuZa argument prima cijeli blok.
def hash_block(block):
hashable_block = block.__dict__.copy()
hashable_block['transactions'] = [tx.to_ordered_dict() for tx
in hashable_block['transactions']]
return hash_string_256(json.dumps(hashable_block,

sort_keys=True).encode())

Kod 5.7 Funkcija za generiranje hash vrijednosti bloka
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6. 75(1871% ,675%4,9%1-% , $1%/,=(
7(+12/2*,-(

6.1. Primjena blok chain -a

Blok chaihRVLP aWR EL VH PRJDR SULPLMHQLWL NDR ]DPMHQ
RYRP UDGX NRULVWL VH |]D PQRJH GUXJH VYUKH NRMH UH
kripto valute odnosno bloghainovi koje onepredstavlja su platformski bloghainovi.

Neki od popularnijin platformskih blokahinova su Ethereum, EOS, NEO. Nazivamo ih
platformskim blokchainrRYLPD L] UDJORJD MHU VH NRULVWH NDR
SODWIRUPD ]|D DSOLNDFLMH RGQRVQR GHFHRQRMMWDOL]JLUI
SODWIRUPDPD 6YH SRSXODUQLMH GHFHQWUDOLJLUDQH I
poslodavcima u IT industriji iz razloga je su visoko dostupne, decentralizirane odnosno
QLVPR LK SRWUHEQL SRNUHWDWL QD Y OD kkebatarimid VHUY
WDNYLK DSOLNDFLMD L]XPOMHQH VX SODWIRUPH ED]JLUDC
SUXAaDMX YidiofeRafeRgY Hbary), kosturi (engl. Franework) za izradu aplikacija.
BRNXaDYD VH RODNAaDWL SURJUD PHglikécha da své MBj@MaAX GHF |
jednom mjestu i da se ne moraju brinuti oko temelja bvBiISOLNDFLMD NDR aWR V3
visoko dostupnost, skalabilnost. Nekoliko potencijalnih primjena blakin a slijedi u
nastavkuDigital Information World , AnastaaiStefanu13]).3°

X 2EUDGD SODUDQMP]D &Y DMWMHRRGZH@RANRHDHPR UHUL GD JLC
VDP RYDM UDG OLVOLP VH QD PRGHO EORFNFKDLQI
SODuUDQMD

X 3UDUHQMD OP GfusmaRSNHAWIRFEORQ PRAaHvelShidi PDW
transakcija, informacija i vidjeti njihovu povijest. Tvrtke bi mogle raznim
DQDOLWLpPNLP SRVWXSFLPD ]JDNOMXpLWL JGMH VH Q
]DGUADYDMX QDMGXOMH X SURFHVX SADEMLYMHHQ IG/RLY G L
podovanja kako bi udovoljile krajnjim korisnicima.

x Digitalni identitet . ROLNR JRG ]YXPDOR DSVXUGQR PQRJH GUa

35https://www.digitalinformationworld.com/2018/05/tépcountriesembracing
blockchain.htmb & X M D N
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https://www.digitalinformationworld.com/2018/05/top-5-countries-embracing-blockchain.html
https://www.digitalinformationworld.com/2018/05/top-5-countries-embracing-blockchain.html

SRIRWRYR RQH VODELMHJ HNRQRPVNRJ VWDWXVD MR
identiteta. ldeja je da bi se osobni pod&cR JO L p XY Bhaiku,Xe BiGdM ta)
QDPLQ RPRIXULR OMXGLPD SULVWXS ILQDQFLMVNLP X

x Digitalno glasanjegt5HFLPR GD GUA&ADYD SULPMHQL GLJLWDOQR
chain X /DA&QL JODVRYL SURAMMHEBEDSRBOWMRRDXOHH aNR
manifestirati.

x Trgovanje dionicamatU nekom trenutku, blo chain bi se mogao natjecati ili
] DPLMHQLWL SRVWRMHUH SODWIRUPH |D WUJRYDQMH
% XGdaillk FKDLQ PUH&H WDNR EUWRHIDRDMXUWYDK X D N
PRJOR HOLPLQLUDWL YULMHPH YLAHNUDWQRJ pHNDGQ
SURGDMH ]DOLKD L WUDaHuUL SULVWXS VYRMLP VUHG
SRYODpHQMD

X 9RYHQMH PHGLFLQVNDbrG RijNsKje dDQ WIBD FRMGILFLQVNL VHN
godinama udaljava od papirau svthRy HQMD HYLGHQ Fk dhdin nQdd y X WL P
MR&a YHUX VLIXUQRVW L SUDNWLpPQRVW 2VLP SRKUDQ!
NRML SRVMHGXMH NOMXp ]D SULYVW KoatrailnBd @éiel L W D O Q
WNR UH GRELWL SULVWXS WLP SRGDFLPBPPzakéhaEL ELOF
NRML VX RVPLAOMHQL NDNR EL |DAWLWLOL SULYDWQR

.DR @8WR VH YLGL L] SULORAQHQRJD PRJIJXUQRVWL RYDNYH W
ni svjesni gdje bi sve ovu tehnologiju mogli primijeni@® R JGMH VX GDQDV GUADYF
kako su prihvatileblok chan. 6MHGLQMHQH 'USRYM BOHULXNHKKWRpPLAWF
dionicama baziranih nhlok chainu®’. OUHAD ]D SURYHGEX ILQDQ®LMVNLK
JRGLQH XWYUGLOD MH GD MH SRWUHEQR SUDWLWL L
YHIDQH X] WUJRYDQMH NULSW R nastall 8 HzGQrEbé Weguabije 6 O L p Q
prometa kripto valut® D GD EL \Wahjd mbvhpasgdhzoriranja terorizma i drugih
]ORDPLDDR MdigitalWib P OXWD %LWFRLQ L RVWDOH NULSWR YDC
4WR ]QDpL GD VH QDNRQ RVWYDUHQH NDSLWDOQH GRELW
®MH WDNRYHU SRG-¥HIWROJWDFRFEB$SSRVWRML UD]JYLMHQ S

36 HIPAA - Zakon o prenosivosti i odgovornosti zdravstvenog osigur@mjgl. (Health Insurance Portability

and Accountability Adt
$Thttps://www.digitalinformationworld.com/2018/05/tépcountriesembracingEORFNFKDLQ KWPO RAXMI
®BFNCEN- OUHADBURYHGEX ILQDQFLMVNLK JORpPLQD

391CO - financijsk instrumentVOLPpDQ VWDUWDSX RGQRYVQ RerdIDn@i& €vin bin@FLUD QM X
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od komisije za sigurnost i razmjenu SE® SAFT-a*! kojim se kontroliraju rane investicije

QRYLK SURMHNDWD aWR EL RES D PYRELQDakeNpRIBER UDPR
blok FDKLQ SURMHNW QD W UsitagaWraviokenNaRaJe koEhalbt PORV UH V H
tipa. .DQDGD LVWR NDR L 6%$' SUXabD QL] EDQNRPDWD GLOMH
bitcoin i ostale valute za novac i obrnuto. U velikimtqgp QDPD GR]YROMHQR MH SO
YDOXWDPD 3RWLpX VH L RGUAaDYDMX SURJUDPL ]D REUD]

chain arhitekture i njegove primjene.

6.2 8VSRUHGEH UD]J]OLpLWLK WHKQROR&ANLK

blok chain -u

Bitcoin je nastao kao pi blok chain protokal Karakteristike ovog blok chain protokola su

daje javno dostupanX VPLVOX GD ELOR WNR BRDHNWELWQLRVPXGMROQI
kori & W BeQsH W H K QeRanBcindite NRMH VX QD VOLpDQ QDpLQ@G@LPSOHP
to su POW algoriam, konsenzusdigitalnim potpisi, L] U D p X QDptdy@fdkiid has

vrijednosti SULYDWQL L MDakiQdervét Q@nyl.p Node)V DGUAL NRPSOHW
informacijsku strukturud W R i @edehtraliziranimSvaki novi blok u prosjeku je iz

generiran svakih deset do petnaest midutadnoswna bitcoinNRML VDPR Rrp®JIJXUDYD
SODUDQMD SUHNR G Hefhdréuw |eD@D QUWD@HLPBIAYUDYOMHQ 1D
cilieva. Programira je kao platfroma koja se naziEBVM*? (engl. Ethereum Virtual

Machine NR MD R PirgdadnjigcBntraliziranih aplikacijaroj etherenunaplikacija
SURGDR MH EURM WLV XAptkatiéBewraéS RP RIKGWQNR]YDQLK SD
ugovora (englSmart contrass) NRML VOXaH ]D L]YUADY D QNOHR SAWWRR WIDXP V
PUHX]LPDQMH NRQWUROH QDG HQWLWHWRP QD WHPHOMX
temelju ispunjavanja potrebnih uvjeEthereume napisan u vlastitom jeziku nazisalidity

koji je nastao inspiracijons R V W RiikH ¢H+Kava, pythan

40 SEC- Komisija za sigurnost i razmjenu

4L SAFT #(engl.Simple Agreement for Future Tokgns

42 EVM - Ethereum Virtual Machinekomponenta ethereum blok chaina na kojoj se grade decentralizirane
aplikacije (2).
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6.3. Blok chain specijalizacija

5D]YRMHP L QDSUHWNRP WHKQRORJLMH SRWUDAaQMD ]D EC
“od kraja 2017 godine. PkDAQMX MH X]JURNRYDOR MDNR L GLQDF
SURMHNDWD 1RYH LGHMH L 8HOMH SRVORGDYDFD X]JURNR
RYRM ,7 EUD Q aL*Btd sta&iflicigkdjoovodi stranica hired.cohiired, 2018

[15] SURVMHEPQBPOKRGDFKDLQ LQAHQMHUD NUHiUH VH L]JPHYX
JRGLAQMH ,VWR WDNR QDSRPLQMX GD SRWUD&QMD RG

$PD]RQ , %0 OLFURVRIW YHU SRVWRML 7DNYLP RJODVLP
VWUXDpQMDIEK W\®MKED \sdlwivvisapcHit€rte BedkendUQ AHQMHU =QDC
NRMD VH RpHNXMH VX SR]|QDYDQMH PUHAQLK SURWRNI
SURJUDPLUDQMH ELJ GDWD ©6YH VX SRSXODUQLML RQ(
certifikaciju. 3aRSXODUQD VWUDQLFD /LQNHGLQ REMDYLOD MH

LQAHQMHULPD WH LK VPMHVWLOD QD SUYR PMHVWR ]D

je narasla je 33 put&¢onomic Graph Tean2018 [16). Isto tako ubrzoakRQ WR XD L]DabD
MH L LJ]odMahibvidpe® FHQWUD ]D DOWHUQDWLYQH ILQDQFLMH
bLMHP VH JUDIX QD O D ktaRilviIbkGhEin YapbslepikBlika 6.1 Bijaiam

stalnih radnih mjesta blok chain industrij2018.

“https://cointelegraph.com/news/demdgfor-blockchainengineershasgrown-400-sinceendof-2017
report VD\V RA&XMDN
44CNBC-H DPHULpNL WHOHYL]JLMVNL NDQDO 1D QRYRVWL X SRVORYQRP V
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https://cointelegraph.com/news/demand-for-blockchain-engineers-has-grown-400-since-end-of-2017

Slika 6.1 Dijagram stalnih radnih mjestablok chain industrij018#

6.4. Trenuni HNRQRPVNL VWDWXVL SRVWRMHUL

Novi blok chain projektifinancirani su kroZinancijski model opisan u poglavlju 2.3 Burze

kripto valutama ICQengl. Initial token offerings)SR]QDW MRa L SR&okgma]LYRP S|
Metoda ovakvog tipaprikupljanja sredstavabrzo jepostalai najpopularnijametodaza

nove startup projekte. Problem financiranja krodJ L]L p Q H 4@ L\W&riiuée Hapital)

bio je u tome dae nije moglgrocijeniti stvarna vrijednost takvih projekasso tako bilo je

L ]D SRVOR YRadt kilp {ekbBarhije GRQRVL REHUDQMD L RSDVQRVW
uspjelih projekatae je iz tog razloga ICO potisnuo gnedna dva modela ulaganjza prvi

kvartallr018 godinecoindesk’ je R E M D Y L Rda jevukuipdbiodiwesto dvijeprodaje
tokenapLMLP MH U H]XOWDWRUHioSdR‘SGdIaMD]X)V\BR)HEB@J DI

Razlika ostvarenilsredstava putem VC i Ig@rikazuje razlikuprikupljenih sredstavaza

VYH WHKQR O R@NrHodslelRdamiNM. H- p Q i WWCOES bstvddedegprodapm
tokenaICO.

45 | zvor slikgdhttps://www.coindesk.com/research/stateckchaing3-201§ R&4XMDN

“5L]1LpQL K@M Vembdcapita SRMHGLQFL WYUWNH LOL IRQGRYLNRML XOL
bi im pomogli u razvoju.

47Coindeskt QDMYHUD VWUDQLFD ]D NULSWR 1RYRVWL
4ghttps://www.coindesk.com/research/sthteckchaing1-201§ R&aXMDN
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Slika 6.2 Razlika ostvarenilsredstava putem VC i ICO

Prema web stranici bitcoinmarketjournal.cétkao jedne od uglednijih stranica od strane

blok chain investitoraQ D M X V SROFAREWD]LR VH NUR] VOMHG# iH SUR
slika 5. ,]JUDpXQL VX X]JHWL X NRORYR]X JRGEQAEXNDGD M}
Lielacher 2018[12]).

“Lin Lin, Dominika Nestarcovddl 9OHQW XUH &DSLWDO LQ WKH 5LVH RI &U\SWR (FRQR
2019/003.

50 1zvor slikghttps://www.coindesk.com/research/sthteckchaing1-201§ RAaXMDN

STKWWSV 777 ELWFRLQPDU N H\pdduRarab eb SraRiBaFkripkanveédthora

52ROl (engl.Retun on Investment SRYUDW R @rixulaRuétet(ke)else prati zarada ostvarena od svake

LQYHVWLFLMH L]JUD&HQD X SRVWRFLPD
53 https://www.bitcoinmarketjournal.com/biggesbsroi/lod X M D N
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Slika 6.3 ROI od ulaganja u prodaiji tokena ICO.

Podaci unastavkiSlika 6.3 ROl od ulaganja u prodaji tokena IGQ.]UDpXQDWL VX X YU
SLVDQMH RYRJ UDG®korsbo &g §29p R @ H6RH U R RSl 6.2 R@ R P

IRUPXOD ]D LJUDpXQ SRYUDWD XORA&HQRJ

Slika64 52, IRUPXOD ]D L]JUDpXQ SRYUDWD XORAHQRJ

Postoci ROda su izrazito veliki, a da su istiniti dokazuje popularni etharélok chain
SURMHNW pLMX VX WRNHQL WibaliRlpsti (CO ddvdsasipsodaN UD i H Q
tokena u ljetu 2014. godine. Ukupno je prodano 11,9 miliona tokena te je skupljeno 16
miliona D P H U dpidtd, Kijena jednog ether tokena tada je izadsB11D P H U dpl&dd. K
1DMYLAaAD FLMHe&mtokeHaG2QdRilA jBl KAB1J/D PHULGRIQRUD X VLMHPpQM:
JRGLQH 8 YULMHPH SLVDQMD RYRJ UDGD MHGD @aHWKHU \
toga ZDAWRWKHUHXP ELR W R@JNdalXaid§ididd 8Om@preawipRtifoma

NRMD SUXaD VYH XYMHWH ]D LJUDGX GHFHQWUDOL]JLUDQL

54 1zvor slikghttps://www.bitcoinmarketjournal.com/biggesbsroi/| R X M D N

55 ETH- Ether, kriptovaluta, token ethereum blok chaina
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XVYDMDQMX WHKQRORJLMH SRVWRWDN SRYUDWD LQYHVW
NDGD VX L]UD p X6z LiréhRtYog Mjérdnjd KQj¥ je napravljeno u ovom radu

PRAHPR YLGMHWL GD VH MH 52, ]|QDWQR VPDQMLR =D&aWR
YDOXWD MDNR SURPMHQMLYR L QHVWDELOQR 3XQR VX )
stvarnih WUALAQLK GLR@BLFADU LRYDIOMW NULSWR YDOXWDPD X
SURIHVLRQDOFL SD VX ELOR NDN8DRWRNWD XR I D/XMRY B/R
ROI prikazan su na sI1<SIika6.5 ROI od ulaganja u prodaji tokena ICO 2019.

Slika 6.5 ROI od ulaganja u prodaji tokena ICO 20 Y ODVWLWL UDG DXWRUD?3
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=DNOMXpDN

8 UD]OLPpLWLPOBEBODMP PDG U XJ R [BLOVRER & Ivtodhak Sehnologiji
Postoje ]l HPOMH NRMH S UL KiXdist®riyeXe WHHKCIRRORMIL M XP RIX U QR VW I
LVWX MR& XYLMHN ]DEUDQM XiM Xe na Gt@liUDJOLRGWQ K BORND
projekata raOD LpLWLK QD P ldaddpnosti privikly duatelkozvani platformski blok
chanRYL NRML SUXabMX MHGQRVWDYQR UD]YLMDQMH DSO|
redundancije podaka tedostupnosti. Unatrag par godi financiranje novih projekata

putem digitalnih valutadnosno ICO tipu ulaganja itekako se isplatila\agke koje su se
RGOXpPLOH QD WDNDY QDpPLQ SULNXS CBMX&DPXKSOUHIGV WD Y I
sigurnu infrastrukturukoja se mogla primj@ LWL ]D YLVRNR UL]JLpQH WUDC
GUADYQLK LQVWLWXFLMD JOREDOQH SURMHNWH 2VREQR
chain sustav dovoljno siguran dabnu povjerio upravljanje bankovim transakcigmai
transakcigma L]PHyX EDQDND 7UAaLdWH ]JDKWLMHYD VYH YHUL
VWUXpQMDND aWR VX SRND]DOH VWDWLVWLNH UD]QLK DQ
rada. 7UHQXWQR QD WUALAWX QH SRVWRML VOLpQDODNWHKQRO
X YHVWR GROD]L GR |DEXQH GRDRAMHOBORX 8 WDHMIG IV QMDHKRPIF
karakteristke NDR aWR VX YLVRNR GRVWXSQRVW UHGXQGDOQFL
ORJLND SXWHP NRQVHQ]XV DOJRULWPD osWyuhvaju aainv WU X Nt
] D & Vod. hevarije i gubitka podataka.8 NRQDp QLFL ) R@Wip eliholGdle

izuzetno koristante bW YDNDNR XEU]JR PRJDR SRVWDWL L GLR QDaH.
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3RSLY NUDWLFD

HTTP Hypertext Transfer Proto¢o

GPU  Graphics processing unit

CPU Central processing unit

TCP  Transmission Control Protocol

VM Virtual Machine

P IP Internet Protocol

IT Information Technology

ICO Initial token offerings

VvC Venture capital

ROI Return on Investment

POW Proof of Work

POS Proof of Stake

EVM Ethereum Virtual Machine

SAFT Simple Agreement for Future Tokens
HIPAA Health Insurance Portability and Accountability Act
API Application programming interface
URL  Uniform Resourcd.ocator

PPS Pay Per Share

SMPPS Shared Maximum Pay Per Share
PPLNS Pay Per Last N Shares
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